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| ntroduction

- .

# Model Checking
s Exhaustive verification.
s Difficult to scale (state explosion).
# Bounded model checking (BMC) is targeted to find
bugs, not to achieve the complete correctness proof.
s Finds bugs in a bounded number of executions.
» Can discover shallow bugs quickly.
s Based on the latest advances in Boolean
satisfiability solving.
o State explosion is alleviated, but runtime may be a
serious problem.
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BMC vsSMC

Both operate on Boolean manipulations.

BMC uses SAT solving while SMC uses OBDDs.
» Both are exponential procedures (time or space).

BMC can better solve some problems that cannot be
solved by SMC, and vice versa.

BMC cannot prove the absence of errors in large cases.
s May require a very large bound k.
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An lllustrating Example

-

Initial state: x=0, y=0.

w

#® Check if the circuit satisfies AG—yq.

q

.
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Circuit State after Cyclel
- o

wo=1 q’=0

e HDth y=t
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Circuit State after Cycle 2

w'=1 q°=0 w'=0 q'=1

® g=11fw=1Incycle1andw=0Iincycle 2.
# A counter-example to AG—q Is a three state sequence.
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Big Picture of Bounded M odéel Checking
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How BM C Works
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k—Bounded Path
f.’ A k—bounded path is a sequence of k state transitions. T

—-Q—ro— >0 >@ >@
S Sy

# A finite path is infinite if it has a back loop.
e e e D
S| Sk

#® A (k,1)—loop is a k—bounded path p such that R(s, s;)
holds.

#® A path pis a k—loop if there exists 0 <[ < k such that p

- isa(k,})—loop. .

Bounded Model Checkina — p. 9/2




Bounded Semanticsof LTL Formulas

-

o

=

Let p =i f denote the truth of the ITL formula f over the
k—bounded path p.

s Evaluate f only in the first & + 1 states on p.
Let p(7) denote the " state on p.

Let p = f denote the truth of f over the path from state
p(i) 10 p(k).
If a path p is a k—loop,

pELf & pES

-
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Bounded Semanticsof LTL Formulas (2)
- o

® pErf & pE) where

pEL D < p€ Lp(i))

p =L —p & p & Lp(i))

pELfAg & pELfandp L g

pELIVY & pELfOrpELg

p =L Gf false |

pELFf & Fi<j<kpHf

pELXf & di<kandpEif

plELfUug & Fi<j<kpkE, fandVi<n<jpElf
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Bounded Model Checking of LTL
- o

® Let M =, f denote a k—bounded model checking
problem for the LTL formula f.

s Formula f is evaluated on all k—bounded path.

® Let fbealLTLformulaandpapath. p=r, f=pE/f.

s Iffor each pin M suchthat p =, f,then M = f
holds.

s Ifthereisapin M suchthat p =i f, then M = —f
does not hold.
o MEf < dk>0.MIEf.

» There always exists a k& such that the result of
bounded model checking is equivalent to that of the
complete one.
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An BMC Example
-

® MEG—(aNb).

#® BMC checks if there is a bounded path on which
F(a A b) holds.

.
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An BMC Example (2)
-

» M‘—k 1Gﬂ(a/\b
» M‘—k QG—ICL/\b

: {oao
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Bounded M odéel Checking: Overview
B o

System Model\

BMC — Propositional
formula
Specification in /
LTL
Specification v

violation ~ oalisfledw—__ SAT

| | Solver
[
Spe;{l]i{i 0N o Unsatisﬁed/
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olean Encoding of Bounded M odel Check
B o

# Givena M, an LTL formula f and a bound %, generate a
Boolean formula [ M, f].

» Encoding the constraints on k—paths in M such that
these k—paths, if satisfiable, are withesses of f.

# Three components of [M, f]x:
s [M];: all k—pathsin M.
s [f]x :: encoding of f on k—paths.
s |f]x ;- encoding of f on k—loops.
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Bounded Model Checkina — p. 16/2



Encoding of | M];
-

# Unfolding of the transition relation

k—1

[[M]]k = ](S()) A /\ R(Sz‘, Sz'_|_1).
1=0

k1
A R(si,sir1) : encoding all k—paths of M.
i=0

I(sp) : constraints on the k—paths from the Initial states.
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Encoding of f on k—Paths | f]

#® Inductive case: Vi < k

[Pl = p(si
[f A gl
GfI, =[f
[fugly, = 9]}, v

® Base case:

)
= [15 A
i A

[[Gg]]H—l

A [fuglit)

[f]}, v

=

[=p]i = —p(si)
[f Vgl =
[Ff], =

[/T5, v Tl

[FrI}"
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Encoding of f on k—Loops,;|f]

f.o Fork,l,i >0andl,i <k T
pls = p(si) [-pli = —p(si)
U A gls =015 Al f Vgl =0 f15 Valals,
AGFTE = (1L A eg]i e (RSP = [FTE v lF ATt
(fugli = gl v QLA A Lfugls @) ([xf1E = [7et

where succ(z) 1S defined as follows.

. i+ 1 0f i<k
suce(i) = L if Q=
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Encoding of the L ooping Conditions
B o

# A loop forms if there is a transition from s;, back to s; for
i < k.

# There are k states s;, the looping condition of k—path Is
a disjunction of £ different looping conditions.

where

o -
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General Trandation

- .

#® Let M be a Kripke structure, f an LTL formula, and
k > 0 a bound.

k
M, flk = [M]x A ((ﬂLk AR AN Lk A [[f]]2)>

1=0

® [M, f]i I1s satisfiable if, and only if, M =5 E(f).

s [M, f]i Is satisfiable if, and only if, M =; —f does not
hold.

o -

Bounded Model Checkina — p. 21/2



An BMC Example: Trandation

f.o M = G=(aND) for k = 2. T
® M = (I, R) where
I = —aAN-b
R = (man—-bANd N=b)V (maAN—-bDA-a ANV)V
(ma ANbA—a A=)V (aN=bA—=a A=)V
(aN—=bNd NV)V (aNDA—a N=D)
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