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Filtering Data Streams for
Entity-based Continuous Queries

Reynold Cheng, Ben Kao, Alan Kwan, Sunil Prabhakar, and YighEn

Abstract—The idea of allowing query users to relax their O © O
correctness requirements in order to improve performance of Fym—— © Object satisfics the range query
a data stream management system (e.g., location-based sergice o |© o @ False positive (retumed to user)

H g o i (@) o @] (O Object fails the range query
and sensor networks) has been recently studied. By exploiting o | © Falee negaive (vt st uset)
the maximum error (or tolerancg allowed in query answers, o o © :
algorithms for reducing the use of system resources have been © P
developed. In most of these works, however, query tolerance
is expressed as a numerical value, which may be difficult to o ol

; ; ot | O @) :
specify. We observe that in many situations, users may not be : o ‘
concerned with the actual value of an answer, but rather which g 1 jjustrating query tolerances.
object satisfies a query (e.g., “who is my nearest neighbor?”).
In particular, an entity-based query returns only the names of . .
objects that satisfy the query. For these queries, it is possible sensors) report their updated Values_ (e.g., locations, JaCR- .
to specify a tolerance that is “non-value-based”. In this paper, €tS, and temperature values) continuously to the proagssin
we study fraction-basedtolerance, a type of non-value-based server. These systems often have limited bandwidth or gnerg

tolerance, where a user specifies the maximum fractions of a resources. For examp|e’ in sensor networks, Sensing gdevice
guery answer that can be false positives and false negatives. Weusually have scarce battery power and communicate in a low-

develop fraction-based tolerance for two major classes of entity bandwidth . t M . th b f gt
based queries: (1) non-rank-based-query (e.g., range quesg anawl environment. Moreovet, since the number of sirea

and (2) rank-based-query (e.g., k-nearest-neighbor queries). Sources could be large, a stream server could be crippled
These definitions provide users with an alternative to specify by the large volume of data. This slows its response to

the maximum tolerance allowed in their answers. We further standing queries that require real-time processing [3.thus

investigate how these deflnltlo.ns can be_ exp_I0|ted ina distributed important to lower the message volume so that transmission
stream environment. We design adaptive filter algorithms that \
cost as well as server’'s load can be reduced.

allow updates be dropped conditionally at the data stream
sources without affecting the overall query correctness. Extesive One direct way of lowering transmission cost is to drop

experimental results show that our protocols reduce the use of some of the data items generated from the stream sources.

network and energy resources significantly. The drawback is that the server may have to process queries
Index Terms—data streams, continuous queries, adaptive fil- based on inaccurate data. However, if we can carefully selec
ters, fraction-based tolerance the items to be dropped, the accuracy of a query answer may

only be affected slightly. Consider a transportation rmaniiig
system, where vehicles within a geographical region (e.g.,
the city centre) can be tracked [35]. For vehicles that are
Due to the rapid development of low-cost sensors arghationary, or are located far away from the region, it maty no
networking technologies, stream applications have atitacbe necessary for those vehicles to always report theiriposit
tremendous research interests lately. In particular, -long the system (in order to have high query accuracy). More
standing continuous queries are common in a stream engenerally, for many standing queries, a user may accept an
vironment for monitoring various network activities. Somenswer with the maximum error allowed (merancd in ex-
examples include intrusion detection over security-siesi change for lower resource consumption and better timediimes
regions; identification of Denial-of-Service (DOS) attagkn query processing. Other examples for which controlled yuer
the Internet [4]; road traffic monitoring; natural habitabm errors are acceptable include wide-area resource acogunti
itoring; network fault-detection; email spams detectiamd and load balancing in replicated servers. Intelligent quols
web statistics collection. have been proposed [28], [19] to wisely control when stream
In such applicationsstream sourcesare installed to collect sources should report updates. The goal of the protocots is t
and report the states of various entities. A large number @duce communication overhead while at the same time user-
sources (e.g., GPS-enabled devices, Internet hosts,essrelspecified tolerances are met. These protocols make Usteof
bounds— a system-specified range of values. A stream source
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This query can be used in an intelligent transportationesgst Notice that the concepts of false positives/negatives asedb
which monitors the movement of GPS-enabled vehicles insida precisionandrecall in the IR literature [17].
a geographical region for an extensive amount of time. Amoth The main goal of this paper is to study how filter bounds
example is wildlife tracking, which allows real-time ansity can be deployed in data stream sources in order to exploit
of the movement of animals that gather around a landscdpaction-based tolerance for different continuous quempes.
structure, e.g., a water hole [20]. The animals, attached wlLet us use the range query example in Figure 1 again to
location sensors, can be monitored for a month’s time byilustrate our solutions. Based on the maximum fraction of
continuous range query with the surrounding area of therwafalse positives allowed, we first compute the numberof
hole as a query range. Figure 1 illustrates a continuouserargfream sources that can be false positives. Therstream
query over locations of moving objects. A rectangfe(in  sources that are currently satisfying the query are reqdest
solid lines) is specified by the user. The query returns the stop sending their data to the system. For the remaining
identities of objects whose locations are inskléhese objects streams that satisfy the query, they are assigned with tiee fil
are colored in grey). bound with the rangét. Notice that regardless of whether the
How would a user express a tolerance for this query? Owelues of them “shut-down” stream sources satisfy the range
possibility is to let the user choose a numerical tolerancgyery, the query answer is still acceptable within the tolee.
say ¢, and the system guarantees that the ID of any objddence, as long as no updates are received by the system, the
returned to the user must be located inside the dashed-lqeery answer remains correct with respect to the tolerance.
rectangle (but not necessarily insi. This kind of tolerance, Similarly, a maximum number of false negative stream sairce
expressed as aumerical valug is often assumed by filter- are stopped from reporting updates. Since only the stream
bound-based approximation techniques. In Figure 1, thex filisources with the filter boun® send their updates when their
bound is exactly the dashed-line rectangle, and is installealues cross the bound, our protocol saves network andenerg
in each moving object. This means that even if an object éests of data transmission.
outsideR,it needs not report its location to the system as long Besides range query, we also study filter bound protocols for
as it does not cross the filter bound. arank-based queryanother important query type in streaming
While numerical tolerance is useful, choosing an appropriaapplications. Contrast to a range query, a ranked-basey que
value of it may not be straightforward. In particular, sfgoig returns IDs of objects based on their relative rankings. For
a numerical tolerance requires some knowledge about #eample, in a transportation system, a long-stanéimgarest-
relative distances or spread of the objects. For instamoelld neighbor &-NN) query can be issued, which continuously
e be one meter or 100 meters? In a sensor network, variaesurns the IDs of vehicles closest to a given query point [18]
kinds of data such as humidity, temperature, and UV-index &or a long period of time. In a habitat monitoring system,
collected [12]. If only a numerical tolerance is allowede thscientists may be interested in tracking thareas that yield
user may need to know a reasonable range of error for edbh highest temperature, in which case a toguery can be
data type. Also, if a data stream contains multi-dimendionased [12]. As another example, in network traffic analysis,
data (e.qg., location, speed) or multimedia data (e.g., @8a@ it is important to identify heavy hitters [5], [15]. A heavy
numerical, orvalue-based errgrcould be difficult to specify. hitter is an IP source that delivers a large number of packets
A bad choice of the numerical tolerance may significantlyp the monitored network, which is also likely involved in
weaken the value of a query. From Figure 1, we can see titanial-Of-Service (DOS) attacks. If the user is interested
a large number of objects whose locations are out&idee., monitoring thek sources that yield the largest traffic volume,
those colored in black and white) are also included in thtben a continuous top-query can be used. Notice that both
answer. To solve this problem, a user has to be careful notthe range query (aon-rank-based queyyand thek-NN/top-k
sete too large. However, it is too small, it may not be very query (arank-based quepyreturn sets of object IDs, rather
useful for improving the system performance. Thus, findingthan numerical values as answers. Thes#ty-basedjueries
reasonable value af can be difficult. are good candidates for using fraction-based toleranci&hwh
Alternatively, query tolerance can be expressed in terms @des not use numerical values.
afraction rather than an absolute value. To illustrate, Figure 1 A few technical challenges need to be addressed for filter
shows an object, colored in black, that is included in thigound protocols that exploit fraction-based tolerancestFas
answer although the object is not insiBeThis object is called we will show, when value updates are received from stream
a false positive]27]. A fraction-based tolerancean then be sources, the tolerance requirement can be violated (&g., t
defined as the maximum fraction of query answers that can foaction of false positives is larger than the allowed thdd).
false positives. For example, if the fraction-based taleeais We tackle this problem by carefully adjusting the filter bdan
0.1, then the black-colored object can still be includedhia t of the stream sources, so that query correctness can be
answer, which contains nine other objects. Another pdgibi restored. Second, this correctness maintenance procegs w
to express the fraction-based tolerance is through the fiseinvolves several message exchanges between the server and
false negative$27], which specifies the maximum fraction ofthe stream sources, can be expensive. Moreover, some stream
objects that belong to the query result but are not included sources that are considered as false positives/negatieés a
the answer returned to the user. An example of a false negatre not involved in data transmission may have to be “waken
is illustrated as a circle with a thick boundary in Figure 1yp” to send data in order to maintain query correctness.
although it is insideR, it is not included in the user’s result.We propose two new techniques, nameigremental deploy-
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mentand immediate compensatipm order to address these croerant

problems. The incremental deployment technique reduaes th Queries

chance of expensive error fixing by only allowing a fraction

of false positive/negative stream sources to be “shut down” ‘ Value-based ‘

The immediate compensation method is designed to force an

active data stream source to stop transmitting data, inrdede Nonank- | | rankbased | | Rankbased -

compensate the “waking-up” of another stream source source ety | L e folerance orrance
While most previous works in filter bound algorithms ,ank_l)asw

assumevalue-basedqueries (e.g.SUM and AVG), we study query

the entity-basedjueries. We investigate the computation anéig. 2. Classification of Query Tolerances.

communication costs of our protocols. We also perform simu-

lations to examine the effectiveness of our protocols. @ltfh

we assume one-dimensional data here' our techniques Caﬁdaptive filters. The idea of using adaptive filters in which

be generalized to higher-dimension cases. To summarize, 8lier bounds are installed to reduce communication costs wa
contributions are: first proposed in [28]. However, that paper only considers

Jplue-based tolerance over aggregate queries such agavera
value and minimum value. In [4], a similar idea is applied

« Present protocols that exploit fraction-based toleranced® @nswer tope queries for distributed stream sources, but
« Derive the computation, communication and energy codgain the tolerance is value-based. In [19], Kalman Filters
of the protocols; and are used to exploit value-based tolerance. T_he _Kalman_rF!Ite
. Perform extensive experiments on the protocols, usify INStalled at every stream source, and with its prediction
both real and synthetic data. technlqugs it is sh_own to be more effective than previous
The rest of this paper is organized as follows. We discumethqu in conserving commumcafuon co_sts..The extendion o
related work in Segtign Il Se%:tion Il defines thé semanticgaaptlve filters in a sensor network s studied in [11]. Ouriwo
of fraction-based toleran(‘:e constraints. Section |V priese differs from theirs in that we use adaptive filters to e Xphait-
' value-based tolerance. In addition, we study continuediN

forlc; trgcnoclz Lc;rnrgr?lpatﬁ:(n'Sgsggeru(;?:lls;ra.‘ll_ﬂfnfgegt?g:?/asedIaﬂueries that are used in applications such as computer aided
q ) NP manufacturing and traffic monitoring [22]. Notice thatNN
how the non-rank-based query protocol can be extended

support rank-based query. In Section VI we analyze t tlfl)erie_s are more general th.an toueries stgdieq in [19].
resource consumption for .our protocols and present our daptive filters fork-NN queries are aIsp stucﬁed n [26]’.bUt
) . ) e use of non-value-based tolerance is again not conslidere
perimental results. We conclude the paper in Section VII. e .
Non-value-based toleranceThe classification of queries
into value-based and entity-based has been proposed in [6].
Il. RELATED WORKS To our best knowledge, the use of non-value-based tolerance
Tolerance classification.Due to the high-volume and con-for entity-based queries has not been well-studied. In,[34]
tinuous nature of data streams, an important goal of a streapproximate answers for set-valued queries are proposed,
management system is to conserve system resources subhre a query answer contains a set of objects. An exact
as battery [13], memory [3], computation [22], [29], [16]answerE is approximated by two setscartain set” which is
and communication costs [14], [28], [19]. Most of thesa subset o, and apossible seP such thaC' UP is a superset
works reduce resource consumption by relaxing correctned¥sE. This notion can be used to generate approximate query
requirements. Typically, a user specifies a maximum toleesults if a portion of the relational database is unavielar
ance, and the tolerance is exploited by various techniguiéthere is not enough time to produce an exact answer. A rank
such as approximate data structures, load shedding, filtprecision model is proposed in [21]: an answes calleda-
etc. The tolerance is often assumed to be in the form ofpsecise if the true rank of lies in the intervallr — o, r + o,
numerical value. Also, they are mostly applicable to valuavherer is the rank ofz informed to the user. In [10], precision
based queries only. Our work investigates the possibilfty and recall are used as quality metric for approxima#nyN
exploiting fraction-based tolerance, a type of non-vddased queries. The issues of defining and exploiting fractionebas
tolerance, for continuous entity-based queries. tolerance in stream systems has only been addressed in [7].
Figure 2 illustrates a classification of tolerances. Thé&+anHowever, that work uses a preliminary protocol to handle the
based tolerance, which describes the error in terms of tipderance. Here we propose a more efficient protocol, which
distance from the desired order to the actual answer, isestudperforms better than that in [7]. We also examine energy
in [7]. For example, given that the query returns the objecbnsumption issues, which have not been studied before.
with the largest value, the user can specify that he can accepOther query evaluation techniques.The idea of viewing a
an object which ranks the second or the third. In this papésNN query as a range query was proposed in [18]. They use
we focus on fraction-based tolerance (shaded in Figure 8). W bound which encloses at ledsbbjects so that continuous
can see that fraction-based tolerance has a broader dpplicak-NN queries can be answered efficiently. For our filter bound
than rank-based tolerance, since it can be applied to boka raprotocol for continuoug-NN query, we also convert the query
and non-rank-based queries. to a range query.

Non-Value-based
tolerance

non-rank-
based query

rank-based
query

« Define fraction-based tolerance for rank-based and n
rank-based queries;
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Processor %@m\v Filter | < data
. cof 7z —
In [25], a cost-based algorithm fdvAX/ M N query was Constraint 1 it
proposed for sensor enyironmgnts. The algorithm provides a Assignment “—! riter = oom
provably-smallest cost in probing the data from the stream nit N —
sources. Their method is only used for “snapshot queries” t #
(i.e., queries that are executed once only), whereas our ap—iolerance Query 1 Filter | = data
proach (which uses adaptive filters) is designed for contisu | User &=~ 1™ Pfozesytsing :
queries. We also study the effectiveness in energy consump- results o

Filter | <& data

tion, which is not studied in that paper.
Another cost-based approach for sensor network monitoripg 3 pata Stream Management System Model.

was recently studied in [30]. Their energy consumption rhode

used for optimization is described in terms of message cost.

Specifically, for everyz-byte message sent, + dx units of A. Query Model

energy will be consumed, wherk: is the energy spent for  \ye are interested ientity-based queries those that return
sendingz bytes, ando is a per-message overhead. In ougentifiers of objects as answers [6]. We classify entitpdsh
paper, we further exploit the fact that sensors can be irettslequeries intorank-basedqueries andange queries:
mode”, which consumes a minimal amount of energy. By (1) Rank-based query Given a numberk € X (k is
using fraction-based tolerance, we show that it is possible -5jjed therank requirement a rank-based query returns IDs
save energy by allowing a controlled portion of stream sesirc,¢ objects that rankth or above. Here we use-NN queries
to be in the sleep mode. to illustrate filter protocols, since such queries are commo
Load Sheddingln this method, the database server dropﬁ systems like computer aided manufacturing (CAM) in a
data tuples that arrived at the server site, in order to lowgfoduct-line monitoring system, mobile environments, aet
the resource demand. Query processing also has to be \gérk traffic monitoring [18], [22], [10]. A CAM, for example,
complished under some Quality-of-Service (Qo0S) requirgses-NN queries to discover similar patterns over multi-
ments [31], [32], [8], [1]. Although filtering techniquessal dimensional data obtained from sensors installed in prioiuc
attempt to reduce resource utilization by dropping tuplesy |ines. A k-NN query can also answek-min and k-max
are generally different from load ShEdding. For fllterlnmt queries_ Notice that &-min (k--max) query is just a-NN
dropping of tuples occurs in stream sources rather thanein {juery by setting the query poigtto —oco (respectively+cc).
server. Hence, filtering can save more communication costs. (2) A range query is specified by an interval, u]. Streams
whose values fall withiril, ] are returned to the user. A range
query is non-rank-based since the decision of whether arstre
Ill. PROBLEM DEFINITION contributes an answer is independent of others.
Ir-|ere we usel) to denote an entity-based standing query
d A(t) to denote the answer set returned at tim&Ve use
?A(t)| to denote the cardinality ofi(¢).

We assume a distributed stream management model simil
to those described in [4], [28], [19]. The system consists

\?Viti]etstsre:m{ssciij.réés ;(73 .c;;tin}aof/avru;étz Ss%tr?;g]azzzxgs A standing queryQ is associated with @olerance con-
i ep 9 ¢ : straint We focus on the fraction-based tolerance, a kind

fskt]?etasr:es%murzglursz agz l;zzifigt:; ?/:/?t(;lrae:; tm: :‘ﬂtset?trr?:; E8f non-value-based tolerance. The remaining of this sectio
Y P | presents and explains the definition of this tolerance.

specifies aconstraint With the filter mechanism, not al
updates are reported to the server. A filter constraint is a
closed intervalll;, u;], wherel;,u; € R. Let v} be the last B. Fraction-based Tolerance
reported value from stream sourcs. When the stream’s  As explained, fraction-based tolerance adopts the concept
value ;) changes, the filter constraint idolated if either of false positives and negatives. This tolerance applies to
(1) vj € [li,ui] Avi & [ls,ui] or (2) vj & [ls, us] Avi € [li,ug].  all entity-based queries, i.e., both rank- and non-rardetia
Only when the constraint is violated will the updated valee gqueries. An example of fraction-based tolerance for nok-a
sent to the server. If no filter is installed at a stream squrdgased queries is the reporting of alert messages about rketwo
all updates from the stream source are reported. sources, which yield a traffic volume within an abnormal
Figure 3 shows a general architecture of such systems. Eaaghge. For security purposes, it may be acceptable thag thes
stream source is equipped with a filter thataptivewhose messages are sent to the network administrator even if the
parameters can be changed at any time by the processwessage is a false alarm. The network source wrongly reporte
A user submits her queries and tolerance requirementscen then be regarded asfase positive As for rank-based
the central processor. The constraint assignment unit thgueries, consider a computer-aided manufacturing (CAM)
determines the relevant filter constraints to be installed system [22], where feedback information is returned from
each stream source. The query processing unit processes psaduction lines to adjust the parameters. In these systems
gueries and updates their results if necessary. It alsdvesce sensors are installed to monitor the parts and discover the
updates from the stream sources. It communicates with thatterns of similar features. Users issue th&IN queries
constraint assignment unit, which decides if constraimsdn to mine multimedia data streams (e.g., images) for unknown
to be revised for relevant filters. patterns, where the features are multi-dimensional such as



CHENG et al: FILTERING DATA STREAMS FOR ENTITY-BASED CONTINUOUS QUERIES 5

] [ egona e (1
egen - -
’ POs poreemn = @
e*(1): # false positives
o ¢ (!): # false negatives
* Alf: Set of objects returned to user More about Fraction-based Tolerant k.-NN queries. Note
o |A(f)]-e'(f): Correct objects returned to
user ( [ region) that eachk-NN query has onlyk correct answers. Hence
o |A(D)]-e" (f): T f .
Ay Troe Answer (e e True answerofavey @ 1 Equation 2 becomes
e (t)

) === (5)

Fig. 4. lllustratingA(t), et (¢) ande™ ().

osition, shape, size, surface characterization, and ri@alatewhiCh means that at any time the number of false negatives
b ' Pe, ' ’ (e~ (t)) cannot exceed:. Moreover, the number of correct

properties, etc. Those features are difficult to spemfyetjasgbtjj{:)Cts in the answer returned to the user, [&(f)| — e* (¢),

on a numerical tolerance (because the user may not hav . et (1) A

sense of how much the error value should be, as discussed St n?t be larger thak. Equivalently,1 — Awl S A

Section 1). A fraction-based tolerance, on the other hasd, $ince \EA((tt))l < €™ (Equation 1), we get:

more intuitive in quantifying the quality of results [10]aBed

on the fraction-based tolerance, the system will triggealart " et (t) k

if certain percentageof discrepancies in the result is reached. l—er=1- |A(t)| < |A(t)] ®)
Definition 1: False Positive and False NegativeGiven

query Q and answer seti(t) returned to the user, let™(¢) A(D)] < k @

denote the number of streamsArt) that fail Q, ande™ (¢) be 1—et’

the number of streams that satigfybut are not inA(t). The [A@)] < 2k. (8)

fraction of false positivesnd thefraction of false negatives _ _ _ _
of Q at timet, denoted byf*(¢) and f~ (¢) respectively are: Equation 8 is obtained by assuming tkat< 0.5. Hence, the
size of the answer set may not be equalktoFor example,

@) e (1) (1) if the 10 nearest neighbors are queried with a fractiondbase
|A(t)] toleranceet = 0.1, 11 streams can be returned, where at

() = e () ) most one of them is not correct. (That is, all correct ones are
|A(t)| — et (t) + e (t) returned.) In fact, the answer set size can be controlledhy

Equation 1 describes the portion of objects returned &d is upper-bounded byk. Finally, since the true answer
the user that are not correct (false positives). Equatios 2Size is alwayst, we have:
essentially the fraction of objects in the true query answer
that are not returned to the user (i.e., false negativesy. Th k(l1—¢€) 9)
denominator of Equation 2 (i.e|A(t)] — et (t) + e~ (1)) is A@)| > k (10)
the size of the true answer set, where the false positives -2
tha.t do not saus_ny are e>§cluded anq false negatlves thav'f/hen e~ is less than0.5. Hence, ak-NN query answer is
satisfy @ but not in A(t) are included. Figure 4 illustrates the k ; . . ;
: . L . . . betweenZ and2k. We will explain how use this property in
relationship among these quantities. Notice that the netiaf the roto2col desian later
false positives/negatives are based on the concepteaision P 9 '
and recall [17]. In particular, f*(¢t) = 1 — precision and
our goal can be viewed as achieving the minimum precisi
required for query answers. Similarly;” (¢) = 1 — recall.
Definition 2: Fraction-based Tolerance.Given query(@, Our protocols translate tolerance constraints into filtar-c
answer setA(t), maximum false positive tolerance’, and straints installed in the data stream sources. As long as the
maximum false negative toleranee, the answer sel(t) is data value of a stream does not violate the filter constraint,
correct w.rt.et ande™ iff fT(t) <et andf~(t) <e . no update is sent from the stream source to the server. When
The parameters* and ¢~ are user-specified. The systenit is necessary that an update be sent to the server, ther serve
has to guarantee that the fraction-based tolerances aréVaet may need to reconfigure the filter constraints. We call such
assume that™ ande~ are both smaller than 0.5, because ifeconfigurationconstraint resolutionSimilar to [4], there are
most scenarios, users are not interested in results witle mego correctness requirements for our protocols:
wrong answers than correct ones. This assumption is als@orrectness Requirement 1:At every point in time, if no
required for guaranteeing the correctness of our protocols resolution is required, then the results of all running rant
Let e+ (t) be the maximum number of answers that cagys queries remain valid within their tolerance constsaint
be incorrect inA(t) and e™**~ () be the maximum number  coprectness Requirement 2:immediately after filter res-
of stream sources that satisfy the query but are excluded @) tion is completed, the tolerance of a query is satisfied
A(t). From Equations 1 and 2, we have: assuming that stream values do not change during resalution
emart(t) Next, let us study how fraction-based tolerance can be

+ "
TR ORS |A(t)]| =& ©) exploited for non-rank-based queries.

=
%

%]. Maintaining Query Correctness
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IV. NON-RANK-BASED QUERIES Initialization (at time o)

We now study how to exploit fraction-based tolerance for a 1. request all stream sourcés to send their values
range query — a non-rank-based query. Consider a protoapl th ~ 2- A(to) < {Silvi € [l,u] at timeto}
use no tolerance: each stream filter is assigned the cartstrai 3. ¥ (to) — S — Alto)

h o . - . . 4. Broadcast th¢l, u] filters to all stream sources
[l,u] at the beginning. Any violation in a filter has to be 5. cal Error (A(to))
reported to the server, and query answers are updated corre- 6 n* = (1 — w)e™*** // w controls no. of false +ve/-ve filters
spondingly. Correctness is guaranteed, since essengati 7. For all stream sources iA(to),
filter evaluates the range query on the stream it is resplensib - Selectn™ stream sources for installing the oo, oo] filters
for. We call this algorithmzero-tolerance protocol for non- 8-7'; = (1 —w)e™ .
rank-based queryZT-NRP). 9. For stream sources Hi(to), . .
o . (1) Selectn™ stream sources for installing tHeo, o] filters

Although ZT-NRP can reduce communication COstS, ifsintenance
may generate unnecessary updates. Consider Figure 1 again, Upon receiving a new update; from stream sourcé;,
where the maximum allowed fraction of false positives is 0.1 1.if v; € [I,u] then
Suppose the black-colored object, previously inside tingea (1) insert S; to A(?)
R, has just moved outside. This triggers an update by ZT- (INcal Error (A(t))

H maz+ _ +
NRP. This is not needed, since the black object is the only (i I(];)einstall[—noo io(]) ttgesh

false positive out of the 10 answer objects. It can thus be ) n* —nt +1
included in the answer. 2. else
To solve the above problem, we propodesation-tolerance (1) removeS; from A
protocol for non-rank-based quefgr FT-NRP in short). Sec- () cal Error (A(t)) )
tion IV-A describes the framework d¢fT-NRP. Section IV-B () if iy > €" or s > ¢ then
investigates how tolerance can be restored if it is violdsd (a) executef i xEr ror // Restore correctness

(IV) else ife™**~ —n~ > 0 then
(a) install [co, o] to S;
b)yn” —n"+1

the arrival of data updates). We propose an enhanced ptotoco
in Section IV-C. Section IV-D extend§T-NRP to handle

multiple queries. cal Error (A) // Find max no. of false +ve/-ves allowed
1. ™t — | Alet
N
A. The FT-NRP framework 2. ememT = 4] =)

The FT-NRP protocol ensures that at any time during query
execution, no more than a fractiert of query answers are rig. 5. Maintaining fraction-based tolerance at the server
false positives, and no more than a fraction of results are
false negatives. As shown in Figure 5, FT-NRP consists of two
phasesinitialization and Maintenance of filter constraints. the false positive requirement is met i.eff(t) < e .
Initialization. To ensure that no more than a fractieh Moreover, asn™(t) stream sources are “shut down” from
of the answer set (i.e.A(t)) can be wrong at any time¢, emitting updates, the amount of communication is reduced. A
the server first captures the states of the streams at #iimeillustrated in our experimental results, this approach atso
(Step 1). ThenA(to) and Y (to),the set of objects which do save battery power in a sensor network, since the sensors can
not belong toA(ty), are evaluated (Steps 2 and 3). Nexbe “shut down” and consume less energy than active sensors.
the algorithm broadcasts a filter boufidu] to all the stream  |n Step 6,w is a system parameter that we call the
sources involved (Step 4). A subroutine caleal Error is  deployment fractionintuitively, w controls the number of false
invoked in Step 5, which computes the maximum number gbsitive filters assigned to stream sources in the initiitin
false positives {"***) and false negatives'("**~) allowed, phase. Why don't we assign these filters to all #i&** (¢,)
without violating query correctness (refer to the bottom afnde™*~ (t,) stream sources in Step 7(1)? The main reason is
Figure 5). According to Equation 8% *(tg) = |A(to)|-€".  to provide more flexibility in choosing the appropriate nwenb
Also, €™~ (tg) = |A(t0)|6(# (Seel) of stream sources to shut down. In particular, we may not know
Next, letn™*(t) be the number of stream sources allocatéd advance which subset of the streams contributing to the an
the false positivefilter constraint (denoted by—oo,o0]) at swerA(ty) would be better associated with theso, o] filters
time t. Stream sources equipped with these filters do not repdrtring the initialization phase. If a stream source is wigng
their values at all. Step 6 computes the value tft), whichis assigned &—oo, o] filter (e.g., the values generated from that
a fraction(1—w) of the maximum false positives allowed (withstream are constant), this filter is “wasted” since it does no
w € [0,1]). Out of the|A(ty)| answers that satisfy the rangesave any potential update that crosses[thg bounds. On the
guery, we assign thé-oo, oo] filter constraints ton™(¢9) of other hand, for a stream whose value changes arounfd, thie
them (Step 7). Sincen™(¢) does not exceed the maximumbounds, it is better to associate this stream source witksa fa
false positives allowed, if ng—oo, oo] stream sources reply, positive/negative filter. The maintenance phase, explamsst,
allocates unused filters generated in the initializatioagghto
From Equations 2, we have~ = A(to)\feT:;T;(f(:(E;i)eT”'“w*(tg)' stream sources only when they signal to the system that their
By substitutinge™a%+(¢g) = €t |A(to)| (Equation 3) intoet, we get values have crossed the filter bounds. We term this method,
emIT= (tg) = \A(zto)|M which gradually allocates false positive/negative filterghe
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stream sources, ascremental deployment We will also —
explain later how incremental deployment can be beneficial [U: A(” ‘"j [E]‘ A I
to FT-NRP. We will also illustrate in the experimental results — - e
that it is often better to have a non-zero valueugfrather £ixBrror (Original profocol {mmediate Compensation
than deploying the filters all at once. _ S _ v S

False negative tolerance can be exploited in a similar way@ (L) 0 1 | 0% ]
Let n~(¢t) be the number of stream sources allocated the S S
false negativefilter constraint (denoted byoo, co]) at time s S
t. Recall thatlY (to)| = |S — A(to)| streams do not satisf@. | () [ [j\ o] @) [ ]
By assigning[oo, oo] filters to n™ (¢o) of them, these stream s, o ==
sources are “turned off”. Since™ (t) = (1—w)e™**~(¢) (i.e., s s s s,
a fraction of the maximum number of false negative filter), i | (c) { - @1 ‘ \/‘ \_»” { - [:1 ‘ \/‘ \_x”
no data are received froli(¢y), we are guaranteed at any time Sy S,

t, f7(t) < e (Steps 8-9). Thus, after Initialization Phase, _
correctness requirement 1 is satisfied. That is, if no upidate™9- 6. Cases handled Hyi xError.
received at time, fT(¢t) <et andf(t) <e.

Filter Selection. To choose which stream sources are a¥ound again later. Thus, any future updates generated $iom

signed the false positive/negative filters in Steps 7(1) 8l 5 pe filtered. Step 1(IlI)(b) then increments the number of
We propose two heuristics: (fandom— stream sources areg;ise positive filters allocated.

randomly selected, and (Houndary-nearest- only stream Case 2 v
-V

sources with values closest to the user-defined query range, s installed to its filter, bus; is no longer the answer to
[{,u] are considered. Whileandomrequires onlyO(1) time, O at timet,.. Step 2(I) removes this “bad answer” fraf{t.,),

boundary-nearestis more expensive — it requires sorting50 that the size ofi(t,) is reduced by one. Step 2(1l) then
the distance of the stream value from the query range, L&BdateSemaz+ and e~ We check in Step 2(1ll) whether

O(nlog(n)) times. Forboundary-nearesthowever, objects o of the constraints in Equations 1 and 2 are violated.,If so

closer to the query boundary has a higher chance for beigg e mess is violated, arid xEr r or will be invoked (Step

assigned the false positive/negative filter constraint®es€ ,ya)) Now, lett, be the time when either the false positive
objects are also the ones that are likely to cross the boiesdag) negative fraction (i.e./* and f-) attains its maximum

and trigger updates. The assignment of filters to these Bhjeg,| e "without violating query tolerance. Thus, immediatel
can thus increase the chance that updates are dropped byb%ref i XError is run, we have
filters, resulting in better performance.

Maintenance. We now discuss how updates generated from |A(t)] = |A(te)] — 1 (13)

stream sources.wit[i,u] filters should be manageq. Assume Sincefi xError can be expensive, its execution should
:he s%r.verlrecqves an updated valueé_rom S; at time t,,. 1 be avoided if possible. Recall that our protocol uses the
mmediately prior to receiving;, according to correctness Lo mental deploymertechnique — that is, only some false

the following must hold (using Equations 3,4): positive/negative filters are deployed initially. Intuély, the
emazt(¢,) N correctness is “stronger” than required by the toleranod, a

& [, u]. StreamsS; satisfied@ immediately after

< W S€ (11) thus reduces the chance foor XxEr r or to be called.
If fi xError is not invoked, we check whether there are
) emr (ty) - (12) still some false negative filters not assigned by increnienta
JA(ty)] — emaTt(t,) T deployment yet (Step 2(IV)). If so, we assign the, o] filter
Let ¢ be the current time instant with> ¢,. There are two to stream sourcé;. This assignment does not violate the false
different cases of updates to consider: negative requirements, since there are false negativesfilt

Case 1:v; € [l,u]. This meansS;, previously not in the allocated. We assume théf is likely to have values crossing
. k2 9 . 11

result, is now an answer. We handle this by insertignto  the [l u] bound in the near future, so that the, oo] filter
A(t,) (Step 1(1)). The number of false positivest (t), is Can suppress this update.

unchanged. AgA(t)| becomes|A(t,)| + 1, f(t) cannot

be more thants—— () (Equation 3), and is less than~ B- Error Fixing

[A(ty)]+1 . )
(Equation 11). Since:~(t) is also unchanged, Equation 12 Thefi XError routine restore query correctness by replac-
also holds. Thus correctness 2 is upheld. ing the false positive/negative filters with ] filters. Recall

The rest of Step 1 uses the false positive filters not deploy#@m Step 2 in Figure 5 that the violation of correctness
in initialization. Specifically, Step 1(Il) invokesal Er ror to requirements is due to the removal of an answer (in Step. 2(1))
updatee™?*+, Step 1(lll)(a) calculates the quota fpfoo, 00]  Let us investigate how i xError tackles this problem. For
filters that can be allocated to stream sources Vijth] filters. the purpose of explanation, we classify the streams into fou
If this value (equal tee™**+ — ™) is larger than zero, we disjoint sets, based on the status of filters, and whethegr the
assign[—oo, oo] to S;. We chooses; with the assumption that belong to the query answer:
if S; crosses th@, u] bound now, it is likely to cross the same « A: Stream sources id(t) with [, u] filter;
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o B: Stream sources id(t) with [—oco, oo] filter; fr() is at mostw, which is less thare™. Thus

« C': Stream sources not in answer s&t{ A(t)) but with correctness 2 is met, as shown by the solid lines in Figurg 6(b
[, u] filter, where S is the set of all stream sources; On the other hand, i, & [I,u], |A(t)] ande™(¢) remain

« D: Stream sources il§ — A(t) with [oo, oo filter. unchanged and thus the false positive constraint is still sa

Notice thatB is the set of stream sources installed with falsfied. Sincee™(¢) is at moste™**~(t.) — 1, f~(t) is at

positive filters, andD contains all stream sources with falsemost 4G, )la;) (te)mﬂ L which is smaller thar~ because

negative filters. The legend on the top of Figure 6 illuskate~ < (.5. By assigning the constraift, ] to the filter of S,
these four sets of stream sources. The shaded boxes rdpresamectness 2 is also met. This case is shown in Figure 6(c).
sets of stream sources with tiiew| filters, while the white  Notice thatf i XxEr r or involves the sending of three mes-
ones depict those with-oo, oc] or [oo, o] filters. sages in the worst case. It also reduces the number of false
positive/negative filters. By preserving some of theser§ilia

i . L the initialization phase and deploying them carefully. (iLes-
o e o i e e, e, ing incrementaldeploymepthe penaly due o the executior
1.if n* > 0 then of fi xEr r or can be reduced, as shown by our experiments.

() request value fronb, with [—co, co] constraint

1y if vy € [I,u] then . .
(a) install[1, u] for the filter of 5, C. Immediate Compensation

(b)n*_ —nt -1 A problem off i XEr r or is that the false positive/negative
(c)quit filters deployed to the stream sources will be replaced by
(Iremove S, from A(t) the [I,u] filters. This causes more communication, since an

2.1t n(l_) >r£theesrt] value frons, with [0, o] constraint [I,u] filter allows updates to be generated. To alleviate this,

(1) if v. € [1,u] then insertS, into A(t) we introduce thédmmediate Compensatipwhich attempts to
(IMinstall [I,u] for the filter of S, maintain the number of false positive/negative filters.
(V) n=—n"—1 Let us examine Figure 6(a) again, where the original
fi xError protocol (on the left) putsS, into the setA by
Fig. 7. ThefixError routine (at the server side). giving it an [1,«] bound, whileS; is removed from the answer

Recall thatfi xError is invoked because a streas) i.e., putinseC. As aresult, the false positive filter associated
returns an update which is outside teu] bound. As shown with S, is “lost”. Our new approach avoids this by treating
in Figure 7, whemn* > 0, a stream sourcé, with a false S; as a false positive instead (shown in dotted lines on the
positive filter (i.e., SeiB) is requested to send its value (Stefight). This is possible because although is no longer a
1(1)). There are two cases, depending on whethe€ [/, u]. valid answer, we can put it into any of the séts C' and D.
Case 1l:v, € [l,u]. This meansS, is currently a true More importantly, by puttingS; into setB and.S, into setA,
answer. We install dl,] filter to S,. Hence,v, € [l,u] the “loss” ofS; from the answer ismmediately compensated
when no update is received from it (Step (I1)(a)). The ledlesi by the presence af,,. Thus, correctness is restored, and the
of Figure 6(a) illustrates this, where solid lines repréesae number of false positive filters remain the same as before.
change of the sets fo§; and S,. Notice that asS, has been ~ The same principle can be applied to the scenario in
assigned a false positive filter, has already been id(t,), Figure 6(b), wheres,, is not a query answer. Instead of putting
and so|A(t)| remains unchanged (i.e., equal [td(t.)| — 1 Si into B and.S, into C (as in the originaf i xError), we
according to Equation 13). Moreove$,, is no longer a false can do the following (shown in dotted lines):
positive, and sce™(t) is decremented. Thus,™(¢) is now 1) PutsS; into B by associating; with the [—oo, oo filter.

less than% which is also less thafi* (t.), meeting ~ 2) PutsS, into D by associatings, with the [co, oo filter.

the false positive constraint. The false negative condtriai From Figure 6(b)S, is replaced bysS;. Also, the displace-
also satisfied: by Equation 4{—(t) < M or mentofS, from D is compensated by the arrival 8f,. Thus,
e (¢ the sizes of all the four sets remain the same, and correctnes

<) which is less thar™
(A1) —(eme=T (t)-1)° :
Case 2:v, & [I,4]. S, is now a true negative, and so WeIS fixed. Also, no false-positive or false-negative filtere a

remove S, from A(t) (Equation 13). TherlA(t)| becomes compromised after the fixing procedure.

; : To conclude, the new i XxError can retain the false
_ + m '
[A(te)] =2 (Step 1(|”)) Sincee™ (¢) s also djgﬁ(tgrltfd’positive/negative filters in cases (a) and (b), but not in (c)

+ ¢ + e (o) =1 i X AOES
Fr{t) is less than Alte)]— As " < 0.5, [A(tc)[-2 (Figure 6). Thus, in most situations, the performance of the
cannot be larger thaﬁW and is less tham™. protocol will not deteriorate due to error fixing. The extast
However, {7 (1) is at MOSt oy by, ! ri?:;zCgﬁpse;rﬁéo?oiocnc:r?ier?t?nto|ttrs]efmgI?rrorrrc{)lr i
and can be more thaa~. To remedy this, we pick one 9 g
to [—o0, 00]. Our experiments show that this is worthwhile.

stream source with a false negative filter (s&y) from D
(Step 2(1)). Ifv, € [I,u], we includesS, in the answer (Step
2(I)). We also install the[l,u] filter to S, (Step 2 (Ill)). D. Evaluation of Multiple Queries

Now \Aygg)lif ig(lzreased tdA(tc)| — 1, and f~ () is at most oy single-query protocol can be extended to handle situ-

(|A(tc)|_1)_(em?w+(tc)_l). which is smaller thare™. Further, ations where more than one continuous query are executed
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, q ; v} € R is the value ofS; last reported to the server. Hence,
m ' m S1 is one of thek nearest neighbors. 1§, is associated with
v3 ve v a false positive filter, the new value 6f, i.e.,v;, may not be
“““““““““““ located within R. Consider the situation shown in Figure 8.
Suppose there exists a stredm such thatv; < v,. ThenS;
is no longer a correct answer, sinSg now ranks higher and

at the same time. First, we apply the initialization of FTFt pushes the rank of; to k+1. ThereforeS; becomes a false

NRP to each query involved. The filter bounds computed f?Jrositive. Since at mostA(#)|p* stream sources are assigned

each query are sent 1o the stream sources. If therenar_ewith false positive filters, at mosti(¢)|p* false positives may

concurrent queries, then each stream source will be amdc%e produced in this way

Wfith m filter .boulzl dSI; %econ_d, dua;:\]ﬁ mali)ntengnc_er,hthe ValueAnother kind of false positive is caused by false negative
of a stream Is checked against thefilter bounds. The new oo Supposes,, being rankedk-th and lies withinR, is

value will only be sent to the server if it violates any of thes n answer. Also assun& has a false negative filter, whose
bounds. Since the update is only sent once even if the va Ue reported valuey,, is outsideR. Figure 8 shows that when
crosses the boundaries of one or more filter bounds, SOMH& new value 06335 e.,vs, is inside R, the rank ofS is k
communication overhead can be saved. or higher. The rank of5, is demoted tok + 1 and thussS,
V. RANK-BASED QUERIES becomes a false positive. Since false negative filters can be
' ] ) assigned to at mogtp— stream sources (Equation 5), at most
A k-NN query can be viewed as a range query: if we know,- taise positives are created.
the boundR that encloses thé-th nearest neighbor of the ' The sum of the false positives generated by these two sce-
query pointg, then any objects with values located withih 5/i0s is|A(t)|p* + kp~, where| A(t)| < 1_lc€+ (Equation 7).
will be an answer to thé-NN query. Also, there cannot be more thaA(t)|e™ false positives, with
We can use this idea to design a filter scheme N 5 minimum value ofc(1 — e~ )et (Equation 9). Therefore,

query (with zero-tolerance). We call this protocal-RP.
During initialization, it computesk and then distributes? p < P
to all the stream filters. If no responses are received fran th Tt -1
streams, the server is assured that falbbjects are within  Meeting false negative requirement. Again there are
R, and they are still theét nearest neighbors of. Since no two types of false negatives for/aNN query. As shown in
error is allowed, if any object enters or leavBs we have to Figure 8, the first type of false negatives is caused by sseam
recomputeR? so thatR still encloses thé: nearest objects. In like S3, whose last reported valug, is not within R, and
addition, the newR has to be announced to every stream. s assigned with false negative filters. Later its new valge
The main drawback of this simple protocol is that it igs within R and its rank is raised t& or higher. The server
sensitive to an object’s value crossifiy When this happens, does not know this, and s8 is a false negative. The number
R has to be recomputed and announced to every stream! beffalse negatives is at mostp—, the maximum number of

Fig. 8. False positives and false negatives fdr-BIN query.

+

+(1—e)et (14)

us investigate how this problem can be alleviated. false negative filters. The second type is caused by stream
sources with false positive filters likg . Again S; was among
A. UsingFT-NRP for k-NN Query the top4 objects since its last reported valug is within R.

We just discussed how to view laNN query as a range However its new value is less thanu;, so S, ranks#k or
query for the purpose of constraint deployment. Recall thigher (without notifying the server). The maximum number
the definition of fraction-based tolerance is the same:fdiN  Of this kind of false negatives is thus(t)|p™, the maximum
query and range query. To deve'op a fraction_based to'eraﬁwmber Of false pOSitive fi|'[el‘S. Since the maXimum I’lumber
protocol for ak-NN query, one may consider transforming®f false negatives fok-NN query is given byke™, the sum
a k-NN query to a range query and then directly applj-  Of the two kinds of false negativesp™ and |A(t)|p™, must
NRP. Unfortunately, this is incorrect. As we show shortly, th&€ less tharke™. Equation 7 simplifies this to:
e™ ande~ parameters of &-NN have to be first converted to ot
two other values. P te (15)

Specifically, letp™ and p~ be the maximum false positive
and negative tolerance value used BY-NRP, in order to
answer ak-NN query with tolerance™ ande~. Let R be the
smallest region that initially bounds tt¢h-ranked object and
thus containsk objects. Similar to the initialization oFT- - < pt
NRP, for objects with values inR we assign false positive Pr=a_1
filter_s to kp* stream sources; for _strearn sources with Valu%%sentially, given the tolerance and ¢~
outside R, we apply false negative filters t&p~ stream
sources. Other stream sources iis@s the filter bounds. Let
us examine how™ andp~ should be set.

Meeting false positive requirement. SupposeR encloses o = P
the k nearest objects af. Let S; be part of the answer set, and et —1

Guaranteeing correctness.To make sure that both false
positives and false negatives are met, we combine Equations
14 and 15 so that the following is achieved:

+min((1 — e )et,e7) (16)

, the values of
pt and p— must be configured to satisfy Equation 16. To
maximize the benefity™ and p~ should set as:

+

+min((1 — e )et,e7) a7)
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B. Fraction-based Tolerant k-NN Query « Broadcast costC;) for broadcasting a message from the
server to all stream sources.

« Downlink cost(C}) for sending a downlink message from
the server to a stream source.

Once the values op™ and p~ are correctly set, we can
extendFT-NRP to exploit the fraction-based tolerance /of
NN queries. The corresponding protocol, calledRP, differs ) - _
from FT-NRP in two aspects: « Uplink cost(C,) for sending an uplink message from a
(1) Unlike a range query with a fixed bouritd], the “range” stream source to the server. _
of k-NN query is defined byR — the tightest bound that This cost model can be used to characterize the type of
contains thek-th nearest neighbor. Thu§T-RP first finds resources studied. For example, the cost can be the network
R before running the initialization phase BT-NRP. Notice Pandwidth or energy consumed by substituting appropriate
that the filter constrainfz so calculated will not be changedvalues. In Section VI-C, we discuss how power costs can be
even whenR contains more or less than objects — except considered based on this model.
when the conditions described next are met. Essentially, wem0" ZT-NRP, the initialization process needs a costpf
use R only as an estimate of the nearest neighbors. for broadcasting th@, «] bound to all stream sources. During

(2) A requirement for the answed(¢) of a rank-based query maintenance, a cost @f, is needed for a stream source to
is thatk(1 — ) < |A(t)] < < k_ (Equations 7, 9). Initially report its value. As for FT-NRP, during initialization, alream

|A(t)] = k, but as time goes by, the number of items i§OUrces send their initial values in response to the breadca

A(t) increases (decreases) when an object enters (eRits)'eguest from the server (Step 1). Therefore, a costpft

Intuitively, when | A(t)| > - k_ there are too many objects” C, is needed. Then, the server broadcasts a message which
in Rie. Ris“too loose”. Si?ﬁilarly whenA(t)| < k(1—e) consists of thdl, u] bound to every stream source, with a cost

too few objects are iR, i.e., R is “too tight'. In either case of C,. After the initial set of false positives and negatives

R is no longer an appropriate bound. We need to find a boufif determined, the FT-NRP needs a costlof w)(e™**" +
that encloses the newnearest neighbors. em** =), to deploy the false postive and false negative filters

Thus, the advantage &fT-RP over ZT-RP is that it does to stream sources (Steps 6-9). Thus, the communication cost
not recompute and broadcastwhen an object enters or leaveluring initialization is
R, but only whenA(t) drops belowk(1—e~) or exceed%. 2C, 4+ nCy + (1 — w) (™9 + ema==)Cy (18)

i.e., a complexity ofO(n).
During maintenance, each update from a stream source will
We now examine the performance of our protocols. Seiicur a cost ofC,. If resolution takes place, it requires a
tions VI-A, VI-B and VI-C analyze the computation, com-cost of Cy + C,, for requesting a value from a false positive
munication and power consumption of ZT-NRP and FT-NRBfream source ;). If the protocol further requires a false
respectively. Section VI-D presents the experimental getinegative stream sourcg be interrogated, a cost 6€';+C,)
and Section VI-E discusses the results. is needed. Therefore, the cost of maintenance is at most

30, + 20, (19)

For immediate compensation, an extra message for updating
Let us first consider the computation cost of the processitige filter of S; may be needed, and so in the worst case, its

server in ZT-NRP. In the beginning, ZT-NRP just needs to serdst is

the [I,u] bound to the stream sources. Any update received 3(Cu + Cy) (20)

from the stream sources will be used to refresh the query

answer. Thus, both initialization and maintenance n@ét) Thus, maintenance Of.FT'NR.P requires a cgmmunlcanon
time cost of O(1). Although immediate compensation is more

For FT-NRP, during initialization, Steps 1 to 3 requireexpenslve, our experiments show that this extra cost ishwort

a complexity of O(n). Steps 4, 5, 6 and 8 cosp(1). If paying. If we substitute the values 6f,, C,;, andC,, by 1,

random selection is used, Steps 7 and 9 require a totaltg?n the above analysis will yield the total number of messag

O((1 — w)(emas+ 4 ¢mas—)). Thus, initialization requires used. Next, we study the energy consumption costs.
O(n). If nearest-boundary selection is used, an additional i
sorting cost of0(n log(n)) is required, and initialization costs ©- POWer Consumption of Sensor Networks
O(nlog(n)). For maintenance, notice that the complexity of In many data stream applications, battery power is a pre-
fi xError is O(1) (Figure 7). Thus, the maintenance phaseious resource. For example, in wireless sensor networks
requires onlyO(1) for every update received by the server. (WSN), sensors are only equipped with a limited power source
(e.0.0.5 Ah, 1.2V) [2]. Therefore, it is important to preserve
energy resources for the sensors in these systems.
Let us now study the energy requirements of sensors in
Our distributed communication model is similar to the onET-NRP and ZT-NRP. Assume each sensor is a data stream
described in [26], where a server can broadcast its messagesrce, each of which can be installed with a filter. Accagdin
to the stream sources. These messages are classified ggo ttor [24], there are two types of energy consumption due to data
categories: communication:

VI. PERFORMANCEEVALUATION

A. Computational Complexity

B. Communication Cost Model
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« Transmission powel ;) for sending an uplink messagecontinuously the subnets with thehighest traffic volume [4].

to the server. The range query can be used to classify subnets with differen
« Reception powefP,) for receiving a downlink messageranges of traffic volume. It also captures IP sources that may
from the server at the stream source. participate in a DOS attack, if the amount of traffic is idéat

The amount of energy consumed due to communicatié® be within a "dangerous” range. Here we assuime: 60,
can now be deduced by using the communication cost mo@#d a query range QQOO,_350}- _
described in the previous section. In particular, the bcaatt ~ We also perform testing on synthetic data, where 5000
cost C, becomesnP,, since all then sensors will receive a Stream sources are generated. The time between each data
message from the server. We also equate the downlink ciém is generated follows an exponential distribution wéth
(Cy) to P,, and the uplink cost(,) to P,. By substituting mean of 20 time units. The values of a data stream item is
these values into the results obtained in Section VI-B, we céniformly distributed in[0, 1000]. When a new data value is

see that ZT-NRP requires an initialization and maintenangénerated, its difference from the previous value follows a
cost ofnP. and P; respectively. For FT-NRP, we have: normal distribution with a mean of zero and a variance of 60

« Initialization: nP; + (2n + (1 — w)(e™ee+ 4 emaz—))p, units. For range queries, we assume the default query range

« Maintenance (without immediate compensatichl; + is [400, 600]. For rank-based queries, we simulate th&lN
2P, gueries withk equal to 60. These parameter values are tuned

« Maintenance (with immediate compensatios()P, + P,) in such a way that interesting trends can be observed and
In addition to communication, a sensor needs to collef mpared with the real data set. We also examine the effect

information from the external environment. We sing of varying the value distribution of the synthetic dataset.

power (P.) to denote the amount of energy required for a For the FT-NRP protocol, the default value ©fis zero,

sensor to acquire a data value (e.g., temperature, Io¢atioEH‘d |mmed|ate_ compensation Is qot used. The;e are the same
We assume that unless a sensor is installed with a faR@rameter settings for the experiments used in our previous

positive/negative filter, it collects data at a fixed peroitgi pa_lrfﬁr [t?/\]/ i dt th tocol perf
(or duty cycle). At any instant of time during maintenance, € WO metrics used fo measure the protocol pertormance

for ZT-NRP, there aren stream sources installed wiflh, ] IS (1) the total number of messages generated and (2) the

filters. Thus, the total amount of sensing power consumed ﬁlmount of energy consumed, based on the cost model de-

the maintenance phase is”,. On the other hand FT.NRp SCibed in Sections VI-B and VI-C. For the parameters of
only has(|A(t)] — n*) + (IS — A(t)| — n™) stream, sources Power consumption, we adopt the specifications used by a

installed with[l, u] filters, and so the sensing power require&’”CAZhmote [9]:_ th_e opera;ign_voltage of eachd_sensor Is
is ((JA(t)| — nt) + (IS — A(t)] —n~)) x Ps. The higher the 3.6V, the transmission poweP; is 77.4m.J (at a distance

number of false positive filtersn(") or false negative filters of +10dBT,n)’ the reception power 185.2m.] and_the sensing
(n™), the more sensing energy is saved power P is 2.52mJ. The sensing frequency is once every

In the rest of this section, we present the experimené\?oo time units.
results for the network bandwidth and power consumption
performance of our protocols. E. Results

We describe the simulation results for range queries, a non-

D. Experimental Setup rank-based query, in Section VI-E1. Section VI-E2 presents

We use CSIM 19 [33] to simulate the environment illusthe results fork-NN query, a rank-based query.
trated in Figure 3. We test the performance based on both real) Non-Rank-Based QueriesiVe examine how well the
and synthetic data. FT-NRP protocol exploits the saving in messages and energy

For real data, we choose the TCP traces described consumption for range queries. Figure 9(a) shows that the
[23]. Our experiment models a remote network monitoringumber of messages decreaseseasand ¢~ increase. For
application, where a central console is used to monitor a nexample, at™ = ¢~ = 0.1, the improvement oveZT-NRP
work composed of 800 subnets. The dataset contains 30 daybkich does not exploit tolerance) is 2.65%. Hene&NRP
of wide-area traces of TCP connections, capturing 606,4p&rforms better tha@T-NRP. Figure 9(b) shows a similar
connections. Each subnet represents a stream source. félavior for energy consumption: 3.49% saving &/&NRP
“number of bytes sent” field in each packet trace is used assaachieved at™ = ¢~ = 0.1; and about 38% of power is
data value. We assume an agent software that implements saved at* = ¢~ = 0.5.
filters is installed at each subnet router. We consider tmdki = For synthetic data, we examin€T-NRP under different
of queries: a tope query and a range query. These two querieglues ofe™ and ¢~. Figures 9(c) and 9(d) show th&T-
are important to the network monitoring domain. SpecificallNRP exploits tolerance on both messages and energy saving
theheavy hitter analysiss often used to continuously discovereffectively similar to the real data. For example, et =
an IP-source (called “heavy hitter”) that delivers the &mfg ¢~ = 0.1, the message and energy savings are 2.25% and
number of packets to the monitored network, which is alsh22%, respectively. The relatively small improvementraal
likely involved in Denial-Of-Service (DOS) attacks [5],9]L tolerance values (e.ge;” = ¢~ = 0.1) is due to the fact that
If the user only needs to know the tépheavy hitters, then the answer set is quite small (20% of stream sources), and so
this problem can be modeled as a tomuery, which reports only a small number of false positive/negative filters can be
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Fig. 9. Experiments on FT-NRP.

used. The overhead of maintaining these filters thus affbets it generates an update — often results in a better perforeanc
performance of the protocol. Let us now focus on real data.

Data Fluctuation. Figure 9(e) illustrates the effect of data Scalability with Data and Queries. We also test the
fluctuation (i.e., the amount of difference between two el  effect of the number of stream sources and queries®n
values in a stream) oRT-NRP, for synthetic data. We test NRP. Figure 9(g) shows thaET-NRP scales well with the
the cases whea™ = ¢, with different values of standard number of stream sources, under different valuesfofand
deviation ¢). For all values ofo tested, the performancec—. We further investigate the performance of our protocols
improves with larger values eft ande™. Another observation in handling multiple queries, as discussed in Section IV-D.
is that aso increasesFT-NRP yields more messages. Whenye consider a varying number of queries under different
a data value changes more abruptly, it has a higher chanceiigtributions. These queries are executed at the sameTinee.
violating the filter bound constraint and generating an t@dacenters of the query ranges follow a normal distributiorhvait

Selection Heuristics.We explore howFT-NRP is affected Standard deviation{). As shown in Figure 9(h), the protocols
by the assignment of false positive/negative filters durirf) 9eneral scale well over a large range of number of queries.
initialization. Specifically, we compare the performanééwn 1he number of messages does not increase linearly with the
heuristics:random and boundary-nearestFigure 9(f) shows humber of queries. This is because individual updates can be
thatboundary-nearess only slightly better thamandom The shared by more queries as the number of queries increases.
difference is small because the assumption that valuesrdios Consider, for instance, two range queries that have a high
the query boundary is more likely for its future values tossro degree of overlap. Then, the crossing of boundary for one
the boundary again may not hold. For example, an object cauery Wwill likely co-occurs with the crossing of the other
be moving away from the boundary and so even if it is close @/€ry’s boundary. Hence, only one update is necessary for
the boundary during initialization, it is not necessarilprin  Poth queries. With a similar argument, we can see that the
to assign a false positive/negative filter to its corresjrugnd Protocol performs better when the distribution of the geri
stream source. As we will illustrate, the use of incrementt denser (i.e., decreases fram= 100 to o = 50), because
deployment — assign a fraction ®f— w filters to the stream €ach update can be shared by more queries.
sources, and only allocate a filter to the stream source wherincremental Deployment. Figure 9(i) illustrates the effect
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Fig. 10. Experiments on FT-RP.
of w on the number of messages. Recall that the larger timitialization, and more stream sources can be allocateld wi
value ofw, the lower the number of stream sources is assignéliers in the beginning than othev values. If immediate
with false positive/negative filters in the initializatigghase. compensation is further used, with= 0 the protocol could
These filters are only assigned in the maintenance phasa, wretain the largest number of filters after xEr r or , and so it
their values cross the query boundaries. We can see thdtehegerforms well in this experiment.
performance improves with a larger valueuafThere are two  2) Rank-Based QueriesNext, we examine how FT-RP
reasons. First, before the initialization phase, we maknotv  exploits the fraction-based tolerance fofNN query, a rank-
exactly which stream sources are worthy to be installed witlased query. Figure 10(a) shows the result under threesvalue
the false positive/negative filters. If a stream sourcesggaed of k: 20, 60, and 100. As we can see, wheis 60 or 100, the
with a false positive filter but its value actually has littleance number of messages drops significantly with a small increase
of crossing the boundary, then this filter is wasted. By dalgy in tolerance. This is because the bouRdfor enclosing the
the filter assignment until a stream’s value has crossed thenearest objects is not “tight”, and so objects can cross
qguery boundary, the filter is allocated to a stream sourde without requiring R to be recomputed and sent to the
which is more “active” (in crossing the query boundary), setream sources. With zero tolerance, howewueryirtually
that any other updates generated by this stream source @ranges every time an object crosses it. Whes 20 and
dropped. Secondly, observe tHadtxEr r or will be executed ¢t = ¢~ = 0.1, the protocol yields a high message cost.
in Step 2(Il)(a) if one of the two conditions is violated. IfThis is because the number of false positive/negative dilter
nt and n~ are smaller than the maximum values allowedssigned is limited. Therefore, the little benefit of tolera
(correspondinglye™®@+ and ¢™"~), thenfi xError will cannot overcome the high maintenance cost. Thus, FT-RP is
not be executed. b is non-zero, then the initial values oft  not suitable in this situation. For energy consumption réttgo
andn~ will be less than the maximum values allowed, andnergy incurred by message transmission dominates, thus as
sof i XError, which is a costly operation, will be less likelyshown in Figure 10(b), the overall energy consumption fedo
to be executed upon the arrival of updates. We can obsettie same behavior as message count.
similar results for energy saving, as shown in Figure 9(j). Figure 10(c) and Figure 10(d) show the performance of the
Immediate Compensation.In this experiment, we examine protocols for the synthetic data set. The result is simidahe
the use of immediate compensatiorf inxEr r or . Figure 9(k) case of real data. We note that the performancekfes 20
shows the number of messages required, for three valugs dr synthetic data is better than the real data set. The neaso
(0, 0.1 and 0.3). We can see that for all the values shown, that the values of the synthetic data are relatively staibde, (
immediate compensation provides better performance tharthiey crossed thé&k bound less frequently). Thus, the number
it is not used. This is because thexErr or in [7] replaces of updates generated, as well as the recomputatioR,of
some false positive/negative filters wifh u] filters. Hence, smaller.
fewer updates can be filtered after its execution. ImmediateFinally, we examine Incremental Deployment and Imme-
compensation, on the other hand, maintains the numberdifite Compensation for FT-RP using the real dataset. We
false positive/negative filters in most cases. Therefote, dssumek = 60. Figures 11(a) and 11(b) show the results
provides a better performance than the original protocol. of message count and energy consumption respectively. In
We also note that the effect of immediate compensationdsntrast to FT-NRP, Incremental Deployment has a relativel
more profound at smaller values of This is because at asmall improvement. Recall from Equation 17 that the valdes o
large w, more false positive/negative filters are preserved fpr™ andp~ are usually smaller than the user-specified tolerance
future use, and it is less likely fdri XEr r or to be invoked (i.e., ™ ande™). Thus, the number of false positive/negative
(fi xError is only executed if all the false positive/negativdilters computed is small, and the performance is relatively
filters have been assigned). In fact, although not shownan timsensitive to the value ab.
graph, whenw is larger than 0.5, immediate compensation On the other hand, Immediate Compensation performs much
almost yields no benefit. Thus, immediate compensation bistter when the tolerance is at 0.1 — a message saving of 75%
more useful for small values. can be achieved. Due to the smaller number of false posi-
In Figure 9(l) we show the effect of immediate compensaive/negative filters availabld,i xEr r or has to be executed
tion for differentw values. We can see that except foe= 0, more frequently. By using Immediate Compensation, thefals
as w increases, the performance improves. kor= 0, all positive/negative filters is more likely to be retained afte
the false positive/negative filters have been assignechglurievaluation off i XEr r or . This in turn reduces the number of
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