Seven (+1) steps to creating a password protected website

These steps apply to grad and the other Solaris systems we have for student access. This example
was done on grad.

Step #1:

Create a new directory for your web page. This needs to be in your public.html and the new
directory needs to have public access permissions. Here is a screenshot of the necessary steps
(assuming you already have a public.html set-up — if you do not have a public.html create it with
the command “mkdir public.html”):

ﬁTeInet grad.csee.usf.edu =nRan X |
e ——— e

112 grad: cd public.html -
/home/csee?2/christen/public.html

113 grad: mkdir newPage

114 grad: cd newPage
/home/cseeZ2/christen/public.html/newPage
115 grad: chmod 755 .

116 grad: o
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Step #2:

Create a test page. Name the file index.html. Here is a screenshot of the index.html file. This file
was created using a text editor (vi or pico are available text editors).

—— A A E  E  — — — —  EE E ——————— — —————————

ﬁ Telnet grad.csee.usf.edu EE
121 grad: cat index.html ‘:4
<html><body> "
<h2>This is a test page!!'!''</h2>

</body></html>

122 grad:

Eﬂn
=
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Step #3:

Create the .htaccess file. Make groupName whatever you want it to be. The directory path must
be whatever applies to your account (use pwd to get the directory path). Everything else needs to

be exactly like the screenshot below.

ﬁ Telnet grad.csee.usf.edu

125 grad: pwd

/home/cseeZ2/christen/public.html/newPage

126 grad: cat .htaccess

AuthUserFile fhome/csee?/christen/public.html/newPage/. htpasswd
AuthHame "Password”

AuthType Basic

require user groupMame
127 grad:
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Step #4:

Create the password using the .htpasswd command. Do exactly as shown in the screenshot
below. Note that groupName needs to match whatever you have in the .htaccess file. | made the
password “goofy”.

Bl Telnet grad.csee.usf.edu | =nRan X"
145 grad: htpasswd —c¢ .htpasswd groupMName _:J

New password:

Re-type new password:

Adding password for user groupHame
146 grad:

Now for the “+1” step...

Due to a change in permissions in our server, you will need to explicitly provide read
permissions to others for the index.html file and all other files you create including the .htaccess
file. You can do this in the new directory you have created with a chmod 755 * (for all files
not starting with a “.”) and then a chmod 755 .htaccess and chmod 755 .htpasswd
for the two key “.” files.
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Step #5:

You are done. Test your page by going to it from your web browser. You should be asked for an
account name and password. The screenshot below shows this.

"”] Home page for Ken Christensen - Mozilla Firefox

File Edit View History Bookmarks Tools Help

- - @ @ ﬁ‘ http://www.csee.usf.edu/~christen/newPage

[-[®] D:[Gocgle

google ) desktop 4 dictionary @ cnn & nyt % n&o ow drudge G g-sun 4 hotmail £ Java21Days

+ Loading... (]

Ken Christensen
Professor and Director of Undergraduate Program

i -V Department of Computer Science and Engineering
. i § Univers] ~
L 4202 F4 Authentication Required &J
ot Tampa, . ’
v L?-" Enter username and password for "Password” at http://www.csee.usf.edu
_\ Office: User Name:
Phone: groupName
Email:
Office Password:

Ken Christensen received his Ph.D. in Electrical

Before joining USF in 1995, Ken was an Advisg
fellow at Kennedy Space Center. Ken received

["] Use Password Manager to remember this |::asswcvniE

the supervision of Professor Arne Nilsson.
1999 he was a NASA summer faculty

ment of Communication Systems at Lund

University (Sweden). Beginning in January 2008, Ken will be the Editor-in-Chief for the Wiley journal International Journal of Network Management.

In Spring 2008 I am teaching:

+ CIS 4910 - Senior Project

In previous semesters [ have taught:

Connected to www.csee.usf.edu..
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r Ken Christensen - Mozilla Firefox
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Step #6:

And here is what should display. If this does not display, carefully check that you did all the
previous steps correctly.

&) Mozilla Firefox
File Edit View History Bookmarks Tools Help

o @ ﬁ 1 http://www.csee.usf.edu/~christen/newPage/index.html - B [G- Google by,
google ) desktop 4 dictionary @ cnn & nyt % n&o ow drudge G g-sun 4 hotmail £ Java21Days
[} http://www.c.../index.html &
This is a test page!!!!
DcJLe
KJC (pwdWebSite.doc — 12/27/07 — revised 01/14/11) Page 6 of 7



Step #7:

Email to Dr. Christensen (christen@csee.usf.edu) anything that was incorrect or unclear in these
instructions so that he can improve them for the next class.
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