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Abstract
The recent increase in the volume of recorded social inter-
actions has the potential to enable a large class of innovative
social applications and services. The decentralized manage-
ment of such social information as a social graph distributed
on a user-contributed peer-to-peer network is appealing due
to privacy concerns. This paper studies the vulnerability of
such a peer-to-peer system to attacks staged by malicious
users who try to manipulate the graph or by malicious peers
who try to manipulate the mining of the social graph. We dis-
cuss the effects and limitations of such attacks and we show
experimentally how the distribution of the social data onto
peers affects the system’s resilience.

Categories and Subject Descriptors CR-number [subcat-
egory]: third-level

General Terms Measurement, Simulation

Keywords social graph, social data management, peer-to-
peer, socially-aware applications, security

1. Introduction
Socially-aware applications and services have leveraged
out-of-band social relationships for diverse objectives such
as improving security [Yu 2006], inferring trust [Mani-
atis 2005], providing incentives for resource sharing [Tran
2008], and building overlays [Popescu 2004] for private
communication. Online social information has been used
to rank Internet search results relative to the interests of
a user’s neighborhood in the social network [Gummadi
2006], to favor socially-connected users in a BitTorrent
swarm [Pouwelse 2008], and to reduce unwanted com-
munication [Mislove 2008]. Loopt, Brightkite, Foursquare,
Google’s Latitude, and others have combined social infor-
mation and location/collocation into a new class of novel
mobile applications.
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The state of the art for such applications is to collect and
manage social information in the form of a social graph,
but within the context of the application. This approach in-
evitably reduces the accuracy of the social world represen-
tation and poses challenges such as application bootstrap.
An alternative idea proposed in our previous work [Ander-
son 2010, Kourtellis 2010] is to aggregate social information
from multiple sources in a multi-edged social graph, where
edges are labeled corresponding to the type of social interac-
tion they represent. Moreover, importing lessons from soci-
ology, such edges should be directed and weighted, to reflect
the fact that social relationships are asymmetrically recipro-
cal [Wellman 1988]. Weights may represent the level of in-
teraction between users, as in [Chun 2008], or the strength of
social relationships, such as how friends are related in their
movie and music preferences [Lewis 2008].

Such a multi-edged, weighted and directed social graph
comprises a more accurate representation of social relation-
ships between users and can provide support to a variety
of social applications. Applications can call the service that
manages the social graph for social inferences such as find-
ing the top contacts along a particular interaction (e.g., hik-
ing), for objectives such as finding social incentives for re-
source sharing (e.g., storing hiking pictures), for content-
aware communication (e.g., inviting hiking buddies and their
hiking buddies to a trip), and others.

Due to the significant privacy concerns raised by aggre-
gating such information from various sources as well as
to the frequent privacy concerns brought by the business
model that enables commercial online social networks such
as Facebook, this social graph should be stored in a dis-
tributed manner on user-contributed resources. A user’s so-
cial data, which consists of the user’s relations with other
users, could be stored (encrypted) on a peer-to-peer network.
Peers are contributed by users, but unlike in traditional peer-
to-peer networks, there is no need for each user to contribute
a peer. Instead, multiple users can store their social data on a
single peer, and an individual user’s data can be replicated on
a set of peers for reliability. Applications querying the social
graph distributed on such a network will inevitably traverse
the social graph and thus the peer-to-peer system that stores
it.
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Figure 1. An example of a multi-edged, labeled, directed,
and weighted, social graph.

This paper examines the vulnerability of such a system to
malicious attacks mounted by users trying to manipulate the
social graph or by peers trying to manipulate the responses
to requests that mine the social graph. Section 2 describes in
detail the model considered in this work. Section 3 presents
how malicious users and peers can attack the distributed
social graph. We provide an experimental evaluation of the
degree to which malicious peers can influence inferences on
the social graph in Section 4 and we discuss the implications
of these results in Section 5.

2. Model
Our model of a distributed, P2P social graph differs from tra-
ditional social graphs in two primary ways: 1) the structure
of the social graph and 2) how it is distributed among peers.
As mentioned before, the social graph is directed, weighted,
labeled, and multi-edged. Each edge in the social graph rep-
resents a particular type of social connection between an ego
and an alter. The label of the edge describes the type of so-
cial connection and the weight of the edge describes the in-
tensity of the connection. The set of all edges originating
from ego is ego’s social data.

For example, in Figure 1, Ed has an edge going to Bob
describing the intensity of Ed’s “games” and “reads-blog”
relationship with Bob. While Bob has a reciprocal “games”
edge back to Ed, there is no reciprocal edge for “reads-
blog”. Bob also has an asymmetric “school” relationship
with Dave as indicated by the different weights on their
respective “school” edges. Social sensors, applications that
aggregate and analyze the history of a user’s interactions
with other users, can be used to collect and report the social
connections between users to populate the graph.

In our P2P model, a user’s social data is stored on at
least one peer, and each peer stores at least one user’s social
data. Each peer maintains the union of the social data of the
users it represents. Depending on the social relationship of
these users, the union can be anywhere from a disjoint set of
edges to a connected subgraph. This differs from other mod-
els that have one or more dedicated peers per user [Bucheg-
ger 2009], or isolate each user’s social data [Cutillo 2009,
Shakimov 2008].

Figure 2. Peer-to-peer social bandwidth and distributed so-
cial graph topology. Large circles represent peers. Small cir-
cles represent users. Lines between peers represent social
bandwidth. Lines between users represent the social ties con-
necting them.

Figure 2 visualizes the relationship between the P2P
topology and the social graph. The large circles are peers.
Small circles clustered around a peer represent users whose
social data is stored on that peer. Thick lines connecting the
peers represent the relations between social data stored on
the peers, which we deem the “social bandwidth” between
peers. The thin lines connecting users are the social ties be-
tween those users. For clarity, the social ties between users
whose social data is stored on the same peer are not shown.
Higher concentration of social ties between users who store
social data on two peers directly translates to a higher social
bandwidth between two peers in the P2P topology. Social
bandwidth thus describes how a social graph traversal will
translate to the P2P network.

This model of a distributed social graph enables a wide
variety of applications. Social search, for example, is a
method of connecting searchers to context appropriate con-
tent made available by their friends. An application per-
forming a social search could follow social edges with con-
textually relevant labels over multiple social hops to users’
content. A specific instance of social search is locating re-
sources, e.g., disk space to store pictures from a hiking
trip. Another set of applications can use this model for
contextually-aware information dissemination. One can en-
vision a P2P messaging system that routes messages based
on social connections, in which a message is sent along
contextually relevant and appropriately weighted social con-
nections until reaching a specified number of destinations.
A peer-to-peer money lending system, such as Prosper.com,
could provide customized risk analysis based on social con-
nections between potential lenders and borrowers, thus aug-
menting traditional risk analysis metrics.



What all such applications have in common is the routing
of requests along selected social edges in the social graph.
Since the social graph is distributed on top of a peer-to-
peer network, these requests will be routed from peer to
peer in a manner informed by the topology of the social
graph. We call such peer-to-peer systems socially-informed
because the communication pattern between peers is deter-
mined by the topology of the social graph and can be seen
independently of the P2P overlay. Our previous work in-
troduced Prometheus [Kourtellis 2010], an instance of such
a socially-informed P2P system, that allows users to store
their social data on selected peers. Users’ social data is ex-
posed through a set of social inferences, which are fulfilled
via socially-informed routing between peers.

3. Vulnerability to Malicious Attacks
A socially-informed P2P topology faces two vectors for at-
tacks: 1) manipulation of the social graph by malicious users
and 2) manipulation of social inference requests by mali-
cious peers. A user-based attack involves one (or more) ma-
licious users attempting to manipulate the graph by creating,
deleting, or modifying social edges. A peer-based attack in-
volves one (or more) attacking peers manipulating social in-
ference requests sent to other peers. In either case, an attack
is successful if it affects queries involving legitimate users.

3.1 Malicious Users
Consider a malicious user Alice who attempts to create
false relations with other users. Due to the directed graph
model populated by social sensors that record Alice’s in-
teractions, she could, for example, email many users and
thus enforce the creation of directed edges from her to them.
While Alice’s 1-hop neighborhood could include the entire
graph, she will not be a part of any other user’s 1-hop (or
indeed n-hop) neighborhood (unless those users contacted
her). Without a reciprocal edge, Alice is not discoverable
via the social data of other users, and thus cannot have any
influence over them.

If Alice has a reciprocal edge between her and a legiti-
mate user Bob, then she can affect queries that involve Bob’s
relations as she is in his 1-hop neighborhood. Since Bob’s
2-hop neighborhood now includes Alice’s 1-hop neighbor-
hood, she could introduce other malicious users to legitimate
users via Bob’s neighborhood.

Our labeled, weighted, multi-edged social graph model
provides two mitigating factors to this type of attack, allow-
ing inferences to limit Alice’s success to requests involv-
ing 1) the label of the reciprocal edge she has with Bob and
2) a minimum edge weight. For an attack to be successful,
Alice must not only manage to get a reciprocal edge cre-
ated (which means an interaction initiated or recognized by
Bob), but this reciprocal edge must be of the proper label
and have an appropriate minimum weight. Because the re-
ciprocal edge is not under Alice’s direct control, she needs

to maintain what amounts to a legitimate relationship with a
legitimate user over a period of time to have any meaningful
effect on queries involving that user.

Finally, there is a more subtle attack that a user can stage
by manipulating an outgoing social edge. Consider requests
that traverse the social graph over different types of edges
and weights to reach users that are directly or indirectly
connected, over multiple social paths [Kourtellis 2010]. A
malicious user could manipulate such complex requests that
search for the social path between two users with the highest
overall weight. If Alice has a reciprocal edge with Bob and
creates a fake edge with high weight to Josh, as in Figure 1,
she can mislead such a request originating from Bob to
utilize the indirect social path of Bob to Josh through her,
instead of the direct path between the two users.

3.2 Malicious Peers
A malicious peer has several mechanisms for attacking re-
quests. For example, modifying results sent to other peers,
dropping requests, changing the parameters or type of a re-
quest, or creating fake requests. These attacks are difficult to
detect. We note that due to the distributed nature of the so-
cial graph, there is no way to verify the validity of the results
returned by any given peer.

If a peer does not have the social data necessary to fulfill
a request locally, then a different peer must provide it. Fur-
thermore, in a system that protects user privacy, a requestor
cannot distinguish how and from what peer any given item
entered the result set. Thus, if a malicious peer serves the ith
hop of a n-hop request, it can “override” the results of the
ith +1 to the nth hop of its leg of the request and remain
undetected. In the following section we evaluate the effects
of such a peer based attack.

4. Experimental Evaluation
We study system vulnerability to malicious peers by mea-
suring peers’ opportunity to influence results when serving a
neighborhood inference request. A neighborhood inference
traverses the social graph in a breadth-first manner starting
from a source user, following only edges with a particular
type of label and a minimum weight, and within a radius n
social hops from the source. In these experiments we con-
sider the worst case scenario in which we do not restrict
the weight of the social relationships to be considered and
all edges are reciprocal. A peer’s influence is the fraction of
requests that the peer serviced over the total number of re-
quests issued during the experiment. This fraction represents
the overall opportunity of a peer to manipulate the results of
any given request issued.

4.1 Experimental Setup
We used a synthetic social graph of 1000 users created by
a synthetic social network generator based on the model
introduced in [Vázquez 2003] and refined in [Sala 2010].



We considered these users mapped onto 100 peers. In the
context of these experiments, we consider a user “mapped”
on a peer when the user’s social data is stored on that peer. A
user’s data can be replicated on K peers on average. Finally,
a peer can store the social data of N users on average, i.e.,
N users are mapped on a peer.

Intuitively, the influence of a peer increases with the num-
ber of social hops the request is issued for. In particular, since
an n-hop request is served by up to n peers, as n approaches
the diameter of the graph, the influence of any given peer ap-
proaches 100%. The choice of a 1000 user social graph al-
lows us to reach nearly 100% of the users in the graph within
4 hops, exceeding the “horizon of observability” [Friedkin
1983] by only 2 hops. We do not consider the first hop (i.e.,
the source peer) of a request as malicious, since if it is, no
results can be considered legitimate. Thus, we measured in-
fluence for n = 2, 3 and 4 hop requests.

During the experiments, an n-hop neighborhood request
is performed for each ego (user). The peer that serves the re-
quest is randomly selected from the peers the ego is mapped
to. We call this peer P0. The set of users that appear in the
ith hop of an n-hop request is ri. For example, ego’s r1 con-
tains the users that appear in ego’s social data, i.e., the 1-hop
neighborhood of ego. For every user in ego’s r1 not mapped
to P0, a peer Pm is randomly selected from the set of peers
storing that user’s social data to serve the next hop of the re-
quest, with P0 serving the next hop for users that are mapped
to it. Each Pm6=0’s influence increases when it serves a re-
quest. For example, in Figure 2, let us assume that a 2-hop
neighborhood request for user 8 is sent to peer 66. This peer
will check the 1-hop social connections of user 8 and will
forward secondary neighborhood requests to the peers these
connections are mapped to. So if users 1 and 7 are within
these connections, a secondary request will be sent to each
of peers 84 and 16 respectively. Each of the peers receiving
such requests increase their total influence in the experimen-
tal run.

To eliminate any bias introduced by the random peer se-
lection described above, we performed T = 100 iterations
of each experimental configuration and verified that the av-
erage numbers reported in the results are within tight 95%
confidence intervals. A summary of the various parameters
and values used during the experiments is shown in Table 1.

Table 1. Values of parameters used during experiments.
Parameter Value

N (users per peer) 10, 20, 40, 50
K (peers per user) 1, 2, 4, 5

n (social hops) 2, 3, 4
T (iterations) 100

Mapping (user-peer) Random, Social

The distribution of each user’s social data on peers di-
rectly affects the topology of the requests traversing the P2P

network. We consider two different user-peer mappings, one
random and one social, as explained next. In both cases, on
average, N users are mapped on a peer and each user’s data
is replicated onto K peers.

In the random mapping, users’ social data is stored on
randomly selected peers. Consequently, groups of random
users are mapped on the same peer.

The social mapping corresponds to a more realistic sce-
nario, in which a group of socially-connected users share the
resources provided by a peer (potentially contributed by a
member of the group). In our experiments, we created such
a social mapping by using a modified version of the commu-
nity detection algorithm introduced in [Girvan 2002]. The
algorithm takes as input a social graph, the number of com-
munities to be identified (which in our case is the number of
peers in the system) and the minimum acceptable commu-
nity size. The algorithm recursively removes the social edge
with the highest edge betweenness centrality if by remov-
ing it a new social community of the desired size is created.
Removal of edges continues until the specified number of
communities is met. Users from a given community are then
mapped onto the same peer.

(a) Social mapping using communities

(b) Random mapping

Figure 3. The P2P topology formed by the 25 highest social
bandwidth connections between peers. The thickness of the
lines between peers is directly proportional to the social
bandwidth between them.
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Figure 4. Average peer influence. The maximum and mini-
mum influence of peers are plotted as error bars.

Instantiations of the P2P topology formed by a social and
a random mapping of the 1000 users (from our synthetic
graph) onto 100 peers, with N = 10 users per peer, and
K = 1 peer per user, are shown in Figures 3(a) and 3(b), re-
spectively. To make the topologies more visible, we present
each mapping’s P2P topology formed by the 25 highest so-
cial bandwidth connections. We observe that the P2P topol-
ogy gains structure under a socially-aware mapping in com-
parison to the random mapping. Note also that the connec-
tions between peers in the social mapping have differing so-
cial bandwidths versus the relatively uniform social band-
width connections of the random mapping.

4.2 Results
The average peer influence is plotted in Figure 4 with the
maximum and minimum influence as error bars. From these
results we make several observations.

The social mapping results in a more resilient P2P sys-
tem. This is because in a social mapping, socially close users
are mapped to the same peers, increasing the likelihood that
more hops of an n-hop request will be served locally when
compared to randomly mapped users. The average influence
of peers in the random mapping was about 5% more than the
social mapping for 2-hop requests. This further increased to
around 15% for 3-hop requests. For 4-hop requests, the gap
is reduced back to 5%. This reduction in influence differen-
tiation is due to the properties of the graph: the average path
length is about 3.5, which results in nearly all users being
in a 4-hop result set, in turn increasing the likelihood of all
peers having some influence on a request. Even so, the social
mapping still managed to outperform the random mapping.
We also note that while there is an increase in average influ-
ence in the social mapping from N = 10 to N = 20, further
increases in replication do not significantly affect vulnera-
bility.

While a socially mapped system is less vulnerable on av-
erage, the most influential peer in the social mapping is able
to influence about 8% more 2-hop requests than the most in-

fluential peer in the random mapping when N = 10. This
difference decreases when N ≥ 20. The maximum influ-
ence of each mapping is significantly higher than the average
for all N and n-hop requests; especially for the social map-
ping. This observation indicates that there are “high value”
peers to target for malicious attacks when users are socially
mapped onto peers. This is due to users of high social de-
gree being closely connected and more likely to be mapped
together on the same peer. For example, for N = 20 in the
social mapping, the average sum of social degrees of users
mapped to a peer is about 300. There are, however, several
peers whose mapped users have a cumulative social degree
of over 600 with 2 particular peers having a cumulative so-
cial degree of over 1100. These peers account for the dispar-
ity in maximum and average peer influence. It is important
to note that while the social mapping does have maximums
well above the average, the maximum values are still within
a few percent of the maximum values for the random map-
ping.

5. Summary and Discussion
The increasing number of socially-aware applications and
services, the privacy concerns that go along with the requi-
site exposure of social information they use, and lessons on
relational representation from sociology lend credence to the
need for a directed, weighted, labeled, and multi-edged so-
cial graph distributed on a P2P storage system. In this paper
we qualitatively analyzed the resilience of such a socially-
informed P2P topology to malicious users manipulating the
underlying social graph. While edge creation is cheap, we
have demonstrated that the underlying representation of the
social graph provides barriers to malicious users. We also
discussed the subtle effects user manipulation might have on
complex graph traversals, such as those introduced by the
inference requests in [Kourtellis 2010].

From this analysis we learned that inference requests,
and other applications, must be carefully designed to reduce
the impact of malicious users. The structural attributes of
the social graph should be used to mitigate the effects of
malicious users. In particular, edge direction should be taken
into account to force malicious users to have a reciprocal
edge with a legitimate user. Edge weight and label should be
used to differentiate edges, in turn forcing malicious users to
not only have reciprocal edges, but contextually meaningful
reciprocal edges.

Our experimental evaluation demonstrates that a dis-
tributed, P2P social graph’s vulnerability to attacks by ma-
licious peers is affected by how the traversal of the P2P
network is informed by the underlying social graph. We
summarize these findings into three lessons:

1) A social mapping of users to peers reduces the average
influence of peers. In such mappings, the social data stored
on a peer act as a subgraph of the global social graph.
As the social graph is traversed, this leads to a reduction



in the number of peers involved, because the local social
data enable a single peer to fulfill multiple consecutive hops
of the traversal. This effect is visible for 2-hop requests,
intensifies for 3-hop requests, and is the reason why the
average influence of peers for the social mapping is lower
than for the random mapping.

In a larger graph, we expect the absolute influence of
peers to decrease because more hops are necessary to reach
the majority of the users. However, the relative difference in
influence should follow the results from our smaller graph.

2) The average influence of peers is not significantly
affected by the replication of users’ social data.

3) The existence of influential users in the social graph
translates into higher network vulnerability if the peers that
represent them are targeted for malicious attacks. This is
a consequence of any mapping that attempts to place well
connected users together. Since high degree users tend to
be associated, they are more likely to be mapped together
resulting in the emergence of hub peers. Their social data
increase the social bandwidth of the peer they are mapped
onto and results in that peer having greater influence over
traversal of the social graph.
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