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Abstract

An important trend in information technologyis the use of
increasinglylarge distributed systemsto deploy increasingly
complex andmission-criticalapplications. In order for these
systemsto achieve the ultimate goal of having similar ease-
of-usepropertiesascentralizedsystemsthey mustallow fast,
reliable,andlightweight managementandsynchronizationof
their con�guration state. This goal posesnumeroustechnical
challengesin a truly Internet-scalesystem,including varying
degreesof network connectivity, inevitable machinefailures,
andtheneedto distributeinformationglobally in a fastandre-
liable fashion.

In this paperwe discussthedesignandimplementationof a
con�gurationmanagementsystemfor theAkamaiNetwork. It
allows reliableyet highly asynchronousdelivery of con�gura-
tion information,is signi�cantly fault-tolerant,andcanscaleif
necessaryto hundredsof thousandsof servers.

Thesystemis fully functionaltodayproviding con�guration
managementto over 15,000serversdeployed in 1200+differ-
entnetworksin 60+countries.

1 Intr oduction

Akamai Technologiesoperatesa system of 15,000+
widely dispersedserverson which its customersdeploy
their web contentandapplicationsin order to increase
theperformanceandreliability of their websites.When
a customerextendstheir web presencefrom their own
server or server farm to a third party ContentDelivery
Network (CDN), a majorconcernis theability to main-
tain closecontrol over the mannerin which their web
contentis served.Mostcustomersrequirea level of con-
trol overtheirdistributedpresencethatrivalsthatachiev-
ablein a centralizedenvironment.

Akamai's customerscancon�gure many optionsthat
determinehow theircontentis servedby theCDN.These
optionsmay include: html cachetimeouts,whetherto
allow cookies,whetherto store sessiondata for their
webapplicationsamongmany othersettings.Con�gura-

tion �les that capturethesesettingsmustbe propagated
quickly to all of theAkamaiserversuponupdate.

In additionto thecon�guring customerpro�les, Aka-
maialsorunsmany internalservicesandprocesseswhich
requirefrequentupdatesor “recon�gurations.” Oneex-
ampleis themappingserviceswhichassignusersto Aka-
mai servers basedon network conditions. Subsystems
that measurefrequently-changingnetwork connectivity
and latency must distribute their measurementsto the
mappingservices.

In this paper we describethe Akamai Con�gura-
tion ManagementSystem(ACMS), which wasbuilt to
supportcustomers'and internal services'con�guration
propagationrequirements. ACMS acceptsdistributed
submissionsof con�guration information (capturedin
con�guration �les) anddisseminatesthis informationto
theAkamaiCDN.ACMSis highly availablethroughsig-
ni�cant fault-tolerance,allows reliableyet highly asyn-
chronousandconsistentdelivery of con�guration infor-
mation,providespersistentstorageof con�guration up-
dates,and can scaleif necessaryto hundredsof thou-
sandsof servers.

The systemis fully functional today providing con-
�guration managementto over 15,000serversdeployed
in 1200+differentISP networks in 60+ countries.Fur-
ther, asa lightweightmechanismfor makingcon�gura-
tion changes,it hasevolvedinto acritical elementof how
we administerournetwork in a �e xible fashion.

Elementsof ACMSbearresemblanceto or draw from
numerouspreviousefforts in distributedsystems– from
reliable messaging/multicastin wide-areasystems,to
fault-tolerantdatareplicationtechniques,to Microsoft's
Windows Update functionality; we presenta detailed
comparisonin Section8. We believe, however, thatour
systemis designedto work in a relatively uniqueenvi-
ronment,dueto a combinationof thefollowing factors.

� The setof endclients– our 15,000+servers– are
verywidely dispersed.



� At any point in time a nontrivial fraction of these
serversmay be down or may have nontrivial con-
nectivity problemsto therestof thesystem.An in-
dividual server may be out of commissionfor sev-
eral monthsbeforebeing returnedto active duty,
andwill needto getcaughtup in a sanefashion.

� Con�guration changesare generatedfrom widely
dispersedplaces – for certain applications, any
server in the systemcangeneratecon�guration in-
formationthatneedsto bedispersedvia ACMS.

� Wehaverelatively strongconsistency requirements.
When a server that hasbeenout-of-touchregains
contactit needsto becomeupto datequickly or risk
servingcustomercontentin anoutdatedmode.

Our solutionis basedon a small setof front-enddis-
tributedStoragePointsandaback-endprocessthatman-
agesdownloadsfrom the front-end. We have designed
and implementeda set of protocolsthat deal with our
particularavailability andconsistency requirements.

Themajorcontributionsof thispaperareasfollows:

� We describethe designof a live working system
that meetsthe requirementsof con�guration man-
agementin a very largedistributednetwork.

� We present performancedata and detail some
lessonslearnedfrom a building anddeploying such
a system.

� We discussin detail thedistributedsynchronization
protocolswe introducedto managethe front ends
StoragePoints.While theseprotocolsbearsimilar-
ity to severalpreviousefforts, they aretargetedat a
differentcombinationof reliability andavailability
requirementsand thus may be of interestin other
settings.

1.1 Assumptionsand Requirements

We assumethat the con�guration �les will vary in size
from a few hundredbytesup to 100MB. Althoughvery
largecon�guration �les arepossibleanddo occur, they
in generalshouldbe more rare. We assumethat most
updatesmust be distributed to every Akamai node,al-
thoughsomecon�guration �les may have a relatively
smallnumberof subscribers.Sincedistinctapplications
submitcon�guration �les dynamically, thereis no par-
ticular arrival patternof submissions,and at times we
could expect several submissionsper second. We also
assumethat the Akamai CDN will continueto grow.
Suchgrowth shouldnot impedethe CDN's responsive-
nessto con�guration changes.We assumethat submis-
sionscouldoriginatefrom a numberof distinctapplica-
tions runningat distinct locationson theAkamai CDN.

We assumethat eachsubmissionof a con�guration �le
foo completelyoverwritesthe earliersubmittedversion
of foo. Thus,we do not needto storeolder versionsof
foo, but thesystemmustcorrectlysynchronizeto thelat-
estversion.Finally, we assumethat for eachcon�gura-
tion �le thereis eithera singlewriter or multiple idem-
potent(non-competing)writers.

Basedon the motivation and assumptionsdescribed
above we formulate the following requirementsfor
ACMS:

HighFault-ToleranceandAvailability. In orderto sup-
port all applicationsthat dynamicallysubmitcon�gura-
tion updates,the systemmustoperate24x7 andexperi-
encevirtually no downtime. Thesystemmustbeableto
tolerateanumberof machinefailuresandnetwork parti-
tions,andstill acceptanddeliver con�guration updates.
Thus,the systemmusthave multiple “entry points” for
acceptingand storing con�guration updatessuch that
failureof any oneof themwill not halt thesystem.Fur-
thermore,these“entry points”mustbelocatedin distinct
ISPnetworkssoasto guaranteeavailability even if one
of thesenetworks becomespartitionedfrom the restof
theInternet.

Ef�ciency and Scalability. The systemmust deliver
updatesef�ciently to anetwork of thesizeof theAkamai
CDN, andall partsof the systemmustscaleeffectively
to any anticipatedgrowth. Sinceupdates,suchasa cus-
tomer's pro�le, directly effect how eachAkamai node
serves that customer's content,it is imperative that the
serverssynchronizerelatively quickly with respectto the
new updates.The systemmustguaranteethat propaga-
tion of updatesto all “alive” nodestakesplacewithin a
few minutesfrom submission.(Providedof course,that
thereis network connectivity to such“alive” or function-
ing nodesfrom someof our “entry points.”).

PersistentFault-Tolerant Storage. In a large network
somemachineswill always be experiencingdowntime
due to power and network outagesor processfailures.
Therefore,it is unlikely that a con�guration updatecan
be delivered synchronouslyto the entire CDN in the
time of submission. Insteadthe systemmust be able
to storetheupdatespermanentlyanddeliver themasyn-
chronouslyto machinesasthey becomeavailable.

Correctness.Sincecon�guration �le updatescanbe
submittedto any of the“entry points,” it is possiblethat
two updatesfor thesame�le foo arrive at different“en-
try points” simultaneously. We requirethatACMS pro-
videauniqueorderingof all versionsandthatthesystem
synchronizeto the latestversionfor eachcon�guration
�le. Sinceslight clock skews are possibleamongour
machines,we relax this requirementandshow that we
allow a very limited, but boundedreordering.(Seesec-
tion 3.4.2).

AcceptanceGuarantee. ACMS “accepts”a submis-



sion requestonly whenthesystemhas“agreed”on this
versionof theupdate.Theagreementin ACMS is based
on a “quorum” of “entry points.” (The quorumusedin
ACMS is at thecoreof our architectureandis discussed
in greatdetail throughoutthe paper). The agreementis
necessary, becauseif the “entry point” that receivesan
updatesubmissionbecomescut off from the Internetit
will notbeableto propagatetheupdateto therestof the
system.In essence,theAcceptanceGuaranteestipulates
that if a submissionis accepted,a quorumhasagreedto
propagatethesubmissionto theAkamaiCDN.

Security. Con�gurationupdatesmustbeauthenticated
andencryptedsothatACMS cannotbespoofednor up-
datesreadby any third parties. The techniquesthat we
useto accomplishthis arestandard,andwe do not dis-
cussthemfurtherin thisdocument.

1.2 Our Approach

We observe that the ACMS requirementsfall into two
sets.The�rst setof requirementsdealswith updateman-
agement:highly available,fault-tolerantstorageandcor-
rect orderingof acceptedupdates. The secondset of
requirementsdealswith delivery: ef�cient and secure
propagationof updates.Instinctively we split thearchi-
tectureof the systeminto two subsystems– the “front-
end”andthe“back-end”– thatcorrespondto thetwo sets
of requirements.The front-endconsistsof a small set
(typically 5 machines)of StoragePoints(or SPs). The
SPsaredeployedin distinctTier-1 networksinsidewell-
connecteddatacenters.TheSPsareresponsiblefor ac-
ceptingandstoringcon�gurationupdates.Theback-end
is theentireAkamaiCDN thatsubscribesto theupdates
andaidsin theupdatedelivery.

High availability and fault-tolerancecome from the
fact that the SPsconstitutea fully decentralizedsub-
system. ACMS doesnot dependon any particularSP
to coordinatethe updates,suchasa databasemasterin
a persistentMOM (message-orientedmiddleware)stor-
age.ACMScantolerateanumberof failuresorpartitions
amongtheStoragePoints.Insteadof relyingonacoordi-
nator, we useasetof distributedalgorithmsthathelpthe
SPssynchronizecon�gurationsubmissions.Thesealgo-
rithmsthatwill bediscussedlaterarequorum-basedand
requireonly a majority of theSPsto stayalive andcon-
nectedto oneanotherin orderfor thesystemto continue
operation.Any majority of the SPscanreconstructthe
full stateof thecon�guration submissionsandcontinue
to acceptanddeliversubmissions.

To propagateupdates,we considereda push-based
vs. a pull-basedapproach. In a push-basedapproach
theSPswould needto monitorandmaintainstateof all
Akamai hoststhat requireupdates.In a pull-basedap-
proachall Akamaimachinescheckfor new updatesand

requestthem. We observedthat theAkamaiCDN itself
is fully optimizedfor HTTP download,makingthepull-
basedapproachover HTTP downloada naturalchoice.
Sincemany con�guration updatesmustbe deliveredto
virtually everyAkamaiserver, thisallowsusto useAka-
mai cacheseffectively for commondownloadsandthus
reducenetwork bandwidthrequirements.This natural
choicehelpsACMS scalewith the growing sizeof the
Akamainetwork.

As an optimizationwe add an additionalset of ma-
chines(the DownloadPoints)to the front-end. Down-
loadPointsofferadditionalsitesfor HTTPdownloadand
thusalleviatethebandwidthdemandplacedon theStor-
agePoints.

To further improve theef�ciency of theHTTP down-
load we createan index hierarchy that conciselyde-
scribesall con�guration �les available on the SPs. A
downloadingagentcanstartwith downloadingthe root
of thehierarchicalindex treeandwork its way down to
detectchangesin any particularcon�guration �les it is
interestedin.

Therestof thispaperis organizedasfollows. Wegive
an architectureoverview in section2. We discussour
distributed techniquesof quorum-basedreplicationand
recovery in sections3 and4. Section5 describesthede-
livery mechanism.We shareour operationalexperience
andevaluationin sections6 and7. Section8 discusses
relatedwork. We concludein section9.

2 Ar chitecture Overview

Thearchitectureof ACMSis depictedin Figure1.
First anapplicationsubmittinganupdate(alsoknown

asa publisher) contactsan ACMS StoragePoint. The
publishertransmitsa new versionof a given con�gura-
tion �le. The SPthat receivesan updatesubmissionis
alsoknown astheAcceptingSPfor thatsubmission.Be-
forereplyingto theclienttheAcceptingSPmakessureto
replicatethemessageonatleastaquorum(amajority)of
Servers(i.e., StoragePoints).Serversstorethemessage
persistentlyon disk asa �le. In additionto copying the
data,ACMS runsan algorithmcalledVectorExchange
that allows a quorumof SPsto agreeon a submission.
Only after theagreementis reacheddoestheAccepting
SPacknowledgethepublisher'srequest,by replyingwith
“Accept.”

OncetheagreementamongtheSPsis reached,thedata
can also be offered for download. The StoragePoints
uploadthedatato their local HTTP servers(i.e., HTTP
serversrunson thesamemachinesastheSPs).

Sinceonly a quorumof SPsis requiredto reachan
agreementon a submission,someSPsmay missan oc-
casionalupdatedueto downtime. To accountfor repli-
cation messagesmisseddue to downtime, the SPsrun



Figure 1: ACMS: Publishers,StoragePoints,and Re-
ceivers(Subscribers)

a recovery schemecalled Index Merging. Index Merg-
ing helpstheStoragePointsrecoverany missedupdates
from their peers.

To subscribefor con�guration updates,eachserver
(alsoknown asa node) on theAkamaiCDN runsa pro-
cesscalled Receiverthat coordinatessubscriptionsfor
that node. Serviceson eachnodesubscribewith their
local Receiver processto receive con�guration updates.
Receivers periodically make HTTP IMS (If-Modi�ed-
Since)requestsfor these�les from the SPs. Receivers
sendtheserequestsvia the Akamai CDN, andmostof
the requestsareserved from nearbyAkamai cachesre-
ducingnetwork traf�c requirements.

We add an additional set of a few well-positioned
machinesto the front-end,called the DownloadPoints
(DPs). DPsnever participatein initial replicationof up-
datesandrelyentirelyonIndex Mergingto obtainthelat-
estcon�guration �les. DPsalleviatesomeof thedown-
loadbandwidthrequirementsfrom theSPs.In this way
datareplicationbetweentheSPsdoesnot needto com-
peteasmuchfor bandwidthwith thedownloadrequests
from subscribers.

3 Quorum-basedReplication

The fault-toleranceof ACMS is basedon the useof a
simplequorum. In orderfor an AcceptingSPto accept
anupdatesubmissionwe requirethat theupdatebeboth
replicatedto andagreeduponby aquorumof theACMS

SPs.We de�ne quorumasa majority. As long asa ma-
jority of the SPsremainfunctional andnot partitioned
from oneanother, thismajoritysubsetwill intersectwith
theinitial quorumthatacceptedasubmission.Therefore,
this lattersubsetwill collectively containtheknowledge
of all previouslyacceptedupdates.

This approachis deeplyrootedin our assumptionthat
ACMS canmaintaina majority of operationalandcon-
nectedSPs. If thereis no quorumof SPsthat arefunc-
tional and can communicatewith one anotherACMS
will halt andrefuseto acceptnew updatesuntil a con-
nectedquorumof SPsis re-established.

EachSP maintainsconnectivity by exchanginglive-
nessmessageswith its peers. Livenessmessagesalso
indicatewhethertheSPsarefully functionalor healthy.
EachSPreportswhetherit haspairwiseconnectivity to
a quorum(including itself) of healthySPs. The reports
arrive at theAkamaiNOCC(Network OperationsCom-
mandCenter)[2]. If a majority of ACMS SPsfails to
reportpairwiseconnectivity to a quorum,a red alert is
generatedin theNOCCandoperationengineersperform
immediateconnectivity diagnosisandattemptto �x the
network or serverproblem(s).

By placingSPsinsidedistinctISPnetworkswereduce
the probability of an outagethat would disrupt a quo-
rum of thesemachines.(Seesomestatisticsin section
6.) Sincewe requireonly a majority of SPsto be con-
nected,it meanswecantolerateanumberof failuresdue
to partitioning,hardware,or softwaremalfunctions.For
example,with an initial setcontaining� ve SPs,we can
toleratetwo SPfailuresor partitionsandstill maintaina
viable majority of threeSPs.Whenany singleSPmal-
functions,a lesserpriority alert also triggerscorrective
actionfrom theNOCCengineers.ACMSoperationalex-
periencewith maintainingaconnectedquorumandvari-
ousfailurecasesarediscussedin detail in section6.

The rest of the sectiondescribesthe quorum-based
AcceptanceAlgorithm in detail. We also explain how
ACMS replicationandagreementmethodssatisfyCor-
rectnessandAcceptancerequirementsoutlinedin section
1.1anddiscussmaintenanceof theACMSSPs.

3.1 AcceptanceAlgorithm

The ACMS AcceptanceAlgorithm consists of two
phases:replicationand agreement. In the replication
phase,the AcceptingSPcopiesthe updateto at leasta
quorumof theSPs.

TheAcceptingSP�rst createsa temporary�le with a
unique�lename (UID). For a con�guration �le foo the
UID may look like this: “foo.A.1234”, whereA is the
nameof theAcceptingSPand“1234” is the timestamp
of the requestin UTC (shortenedto 4 digits for this ex-
ample).ThisUID is unique,becauseeachSPallowsonly



onerequestper�le persecond.
TheAcceptingSPthensendsthis �le thatcontainsthe

updatealongwith its MD5 hashto anumberof SPsover
a secureTCPconnection.EachSPthat receivesthe �le
storesit persistentlyondisk (undertheUID name),veri-
�es thehash,andacknowledgesthatit hasstoredthe�le.

If theAcceptingSPfails to replicatethedatato aquo-
rumafteratimeout,it replieswith anerrorto thepublish-
ing application.The timeoutis basedon thesizeof the
update,anda very low estimateof availablebandwidth
betweenthis SPandits peers.(If theAcceptingSPdoes
nothaveconnectivity to aquorumit repliesmuchsooner
anddoesnotwait for a timeoutto expire).

Otherwise,onceat leasta quorumof SPs(including
theAcceptingSP)hasstoredthetemporary�le, theAc-
ceptingSPinitiatesthesecondphaseto obtainanagree-
mentfrom theStoragePointson thesubmittedupdate.

3.2 Vector Exchange

Vector Exchange(also called “VE”) is a light-weight
protocol that forms the secondphaseof the acceptance
algorithm– theagreementphase.As thenamesuggests,
VE involves StoragePointsexchanginga statevector.
TheVE vectoris just a bit vectorwith a bit correspond-
ing to eachStoragePoint. A 1-bit indicatesthat thecor-
respondingStoragePointknowsof agivenupdate.When
a majority of bits aresetto 1, we saythatanagreement
occursandit is safefor any SP(thatseesthemajority of
thebits set)to uploadthis latestupdate.

In thebeginningof theagreementphase,theAccept-
ing SPinitializes a bit vectorby settingits own bit to 1
and the rest to 0, andbroadcaststhe vectoralongwith
theUID of theupdateto theotherSPs.Any SPthatsees
thevectorsetsits correspondingbit to 1, storesthevec-
tor persistentlyon disk and re-broadcaststhe modi�ed
vectorto the restof theSPs. Persistentstorageguaran-
teesthat the SPwill not loseits vectorstateon process
restartor machinereboot. It is safefor eachSPto set
thebit evenif it did not receivethetemporary�le during
thereplicationphase.Sinceat leasta quorumof theSPs
have storedthis temporary�le, it canalwayslocatethis
�le at a laterstage.

EachSPlearnsof theagreementindependentlywhen
it seesa quorumof bits set. Two actionscantake place
when a SP learnsof the agreementfor the �rst time.
When the AcceptingSP that initiated the VE instance
learnsof theagreementit acceptsthesubmissionof the
publishingapplication.Whenany SP(includingtheAc-
ceptingSP) learnsof the agreementit uploadsthe �le.
UploadingmeansthattheSPcopiesthetemporary�le to
apermanentlocationonits localHTTPserverwhereit is
now availablefor downloadby theReceivers. If it does
nothavethetemporary�le thenit downloadsit from one

of theotherSPsvia therecoveryroutine(section4).
Note, that it is possiblefor the AcceptingSP to be-

come“cut-off ” from thequorumafter it initiatestheVE
phase.In this caseit doesnot know whetherits broad-
castswere received and whether the agreementtook
place. It is then forced to reply only with “Possible
Accept” ratherthan“Accept” to thepublishingapplica-
tion. We recommendthat thepublisherthatgetscut off
from the AcceptingSPor receivesa “PossibleAccept”
shouldtry to re-submitits updateto anotherSP. (Froma
publisher'sperspective thereply of “PossibleAccept” is
equivalentto “Reject.” Thedistinctionwasmadeinitially
purelyfor thepurposeof monitoringthis condition.)

As in many agreementschemes,thepurposeof theVE
protocolis to dealwith someByzantinenetwork or ma-
chinefailures[18]. In particular, VE preventsanindivid-
ualSP(or a minority subsetof SPs)from uploadingnew
dataandthenbecoming“disconnected”from therestof
theSPs.A quorumof SPscould thencontinueto oper-
atesuccessfullywithout the knowledgethat the minor-
ity is advertisinga new update.This new updatewould
becomeavailableonly to a small subsetof the Akamai
nodesthatcanreachtheminority subset,possiblycaus-
ing a discordin the Akamai network viz. the latestup-
dates.

VE is basedon earlier ideasof vector clocks intro-
ducedby by Fidge [10] and Mattern [24]. Section8
comparesAcceptanceAlgorithm with Two-PhaseCom-
mit andotheragreementschemesusedin commondis-
tributedsystems.

3.3 An Example

We give an exampleto demonstrateboth phasesof the
AcceptanceAlgorithm. Imaginethatoursystemcontains
� ve StoragePointsnamedA, B, C, D, and E with SP
D down temporarilyfor a softwareupgrade.With � ve
SPsthequorumrequiredfor theAcceptancealgorithmis
threeSPs.

SPA receivesa submissionupdatefrom publisherP
for con�guration �le “foo”. To usethe examplefrom
section3.1 SPA storesthe �le undera temporaryUID:
foo.A.1234.

SPA initiatesthereplicationphaseby sendingthe�le
in parallelto asmany SPsasit canreach.SPsB, C, and
E storethe temporaryupdateundertheUID name.(SP
D is down anddoesnot respond).SPsB andC happento
be the �rst SPsto acknowledgethe receptionof the �le
andtheMD5 hashcheck.Now A knowsthatthemajority
(A, B, andC) havestoredthe�le andA is readyto initiate
theagreementphase.

SPA broadcaststhefollowingVE messageto theother
SPs:

foo.A.1234 A:1 B:0 C:0 D:0 E:0



This messagecontainstheUID of thependingupdate
and the vector that hasonly A's bit set. (A storesthis
vectorstatepersistentlyondiskprior to sendingit out).

WhenSPB receivesthis messageit addsits bit to the
vector, storesthevector, andbroadcastsit:

foo.A.1234 A:1 B:1 C:0 D:0 E:0

After acoupleof roundsall four liveSPsstorethefol-
lowing messagewith all bits setexceptfor D's:

foo.A.1234 A:1 B:1 C:1 D:0 E:1

At this point, aseachSPseesthatthemajority of bits
is set,A, B, C, andE uploadthe temporary�le in place
of thepermanentcon�guration�le foo, andstorein their
local databasetheUID of thelatestagreeduponversion
of �le foo: foo.A.1234. All older recordsof foo canbe
discarded.

3.4 Guarantees

We now show that our AcceptanceAlgorithm satis�es
the acceptanceand correctnessrequirements,provided
thatour quorumassumptionholds.

3.4.1 AcceptanceGuarantee

Having introducedthe quorum-basedschemewe now
restatethe acceptanceguaranteemorepreciselythanin
section1.1. The acceptanceguaranteestatesthat if the
AcceptingSPhasaccepteda submission,it will be up-
loadedby aquorumof SPs.

Proof: The AcceptingSPacceptsonly whenthe up-
datehasbeenreplicatedto aquorumAND whentheAc-
ceptingSPcanseea majority of bits setin theVE vec-
tor. Now if theAcceptingSPcanseea majority of bits
set in the VE vectorit meansthat at leasta majority of
the SPshave storeda partially �lled VE vectorduring
theagreementphase.Therefore,any futurequorumwill
includeat leastoneSPthatstorestheVE vectorfor this
update.Oncesucha SPis partof a quorum,aftera few
re-broadcastrounds,all of theSPsin this futurequorum
will havetheirbitsset.Therefore,all theSPsin thelatter
quorumwill decideto upload.

So basedon our assumptionthat a quorumof con-
nectedSPscanbereasonablymaintained,acceptanceby
ACMS impliesa futuredecisionby at leasta quorumto
uploadtheupdate.

The converseof the acceptanceguaranteedoesnot
necessarilyhold. If thequorumdecidesto upload,it does
not meanthat the AcceptingSPwill accept. As stated
earliertheAcceptingSPmaybe“cut off ” from thequo-
rum afterVE phaseis initiated,but beforeit completes.
In thatcasetheAcceptingSPreplieswith “PossibleAc-
cept,” becauseit' s likely but notde�nite. Thepublishing

applicationtreatsthis reply as “Reject” and tries to re-
submitto anotherSP.

The probabilityof a “PossibleAccept” is very small,
andwe have never seenit occurin therealsystem.The
reasonfor that is that in order for the VE phaseto be
initiatedthereplicationphasemustsucceed.If therepli-
cationis successfulit mostlikely meansthat the lighter
VE phasethat also requiresconnectivity to a quorum
(but lessbandwidth)will alsosucceed.If thereplication
phasefails,ACMSreplieswith ade�nite “Reject.”

3.4.2 Corr ectness

TheCorrectnessrequirementsstatethatACMSprovides
a uniqueorderingof all updateversionsfor a givencon-
�guration �le AND that the systemsynchronizesto the
latestsubmittedupdate.We later relaxedthatguarantee
to statethat ACMS allows limited re-orderingin decid-
ing which updateis thelatest,dueto clock skews. More
precisely, acceptedupdatesfor the same�le submitted
at least2T + 1 secondsapartwill be orderedcorrectly.
T is themaximumallowedclock skew betweenany two
communicatingSPs.

The uniqueorderingof submittedupdatesis guaran-
teedby theUID assignedto a submissionassoonasit is
receivedby ACMS (regardlessof whetherit will be ac-
cepted).TheUID containsbotha UTC timestampfrom
theSP's clock andtheSP's name.The submissionsfor
thesamecon�guration �le are�rst orderedby time and
thenby theAcceptingSPname.So“foo.B.1234” is con-
sideredto be more recentthan “foo.A.1234”, and it is
kept asthe later version. A StoragePoint acceptsonly
oneupdatepersecondfor a givencon�guration�le.

Since we do not use logical synchronizedclocks,
slight clock skews andreorderingof updatesarepossi-
ble. Wenow explainhow weboundsuchreordering,and
why any smallreorderingis acceptablein ACMS.

We boundthe possibleskew betweenany two com-
municatingSPsby T seconds(whereT is usuallysetto
20 seconds).Our communicationprotocolsenforcethis
boundby rejectinglivenessmessagesfrom SPsthatare
at leastT secondsapart. (I.e., suchpairsof serversap-
pearvirtually deadto eachother). As a resultit follows
thatno two SPsthatacceptupdatesfor thesame�le can
haveaclock skew morethan2T seconds.

Proof: ImagineSPsA andB thatarebothableto ac-
ceptupdates.This meansbothA andB areableto repli-
catetheseupdateto a majority of SPs.Thesemajorities
mustoverlapby at leastoneSP. Moreover, neitherA nor
B canhave morethana T secondclock skew from that
SP. SoA andB cannotbemorethan2T secondsapart.

Developersof the Akamai subsystemsthat submit
con�guration �les to Akamai nodesvia ACMS aread-
visedto avoid mis-orderingby submittingupdatesto the



samecon�guration �le at intervals of at least2T + 1.
In addition, we useNTP [3] to synchronizeour server
clocks,andin practicewe �nd very rareinstanceswhen
ourserversaremorethanonesecondapart.

Finally with ACMS, it is actually acceptableto re-
order updateswithin a small bound such as 2T. We
arenot dealingwith competingeditorsof a distributed
�lesystem. Subsystemsthatareinvolved in con�guring
alargeCDN suchasAkamaimustanddocooperatewith
eachother. In fact,weconsideredtwo casesof suchsub-
systemsthat updatethe samecon�guration �le. Either
there is only one processthat submitsupdatesfor �le
“foo”, or thereareredundantprocessesthat submit the
sameor idempotentupdatesfor �le “foo”. In the case
of a singlepublishingprocess,it caneasilyabideby the
2T rule and thereforeavoid reordering. In the caseof
redundantwriters – that exist for fault-tolerance– we
do not carewhoseupdatewithin the 2T period is sub-
mitted �rst astheseupdatesareidempotent.Any more
complex distributedsystemsthat publishto ACMS use
leaderelectionto selecta publishingprocess,effectively
reducingthesesystemsto one-publishersystems.

3.5 Termination and MessageComplexity

In almostall casesVE terminatesafter the last SP in a
quorumbroadcastsits additionto the VE vector. How-
ever, in anunlikelyeventwhereaSPbecomespartitioned
off duringa VE phaseit attemptsto broadcastits vector
stateonceevery few seconds.This way, onceit recon-
nectsto aquorumit cannotify theotherSPsof its partial
state.

VE is not expensive andthenumberof messagesex-
changedis quite small. We make a small changeto the
protocolasit wasoriginally describedby addinga small
randomdelay(under1 second)beforea re-broadcastof
thechangedvectorby a SP. This way, insteadof all SPs
re-broadcastingin parallel,only oneSPbroadcastsat a
time. With the randomdelay, on averageeachSPwill
only broadcastonceafter settingits bit. This resultsin
O(n2) unicastmessages.

We usethegossipmodel,becausethenumbersof par-
ticipantsand the size of the messagesare both small.
Theprotocolcaneasilybeamendedto haveonly theAc-
ceptingSPdo a re-broadcastafter it collectsthereplies.
Only whenanSPdoesnot hearthe re-broadcastdoesit
switch to a gossipmode. WhentheAcceptingSPstays
connecteduntil terminationthenumberof messagesex-
changedis justO(n).

3.6 Maintenance

Softwareor OSupgradesperformedon individual Stor-
agePointsmustbecoordinatedto preventanoutageof a

quorum.Suchupgradesarescheduledindependentlyon
individual StoragePointsso that the remainingsystem
still containsaconnectedquorum.

Adding and removing machineswith quorum-based
systemsis a theoreticallytricky problem. Rambo[19]
is anexampleof a quorum-basedsystemthatsolvesdy-
namicsetcon�guration changesby having an old quo-
rum agreeonanew con�guration.

Sinceaddingor removing SPsis extremely rare we
chosenot to complicatethe systemto allow dynamic
con�guration changes.Instead,we halt thesystemtem-
porarily by disallowing acceptsof new updates,change
thesetcon�gurationonall machines,wait for anew quo-
rumto syncuponall state(via theRecoveryalgorithm),
andallow all SPsto resumeoperation.Replacinga dead
SPis a simplerprocedurewherewe bring up a new SP
with thesameSPID astheold oneandcleanstate.

3.7 Flexibility of the VE Quorum

ACMS' quorumis con�gured asmajority. Justlike in
thePaxos[16] algorithmthis choiceguaranteesthatany
future quorumwill necessarilyintersectwith an earlier
oneandall previously acceptedsubmissionscanbe re-
covered.However, this de�nition is quite �e xible in VE
andallowsfor consistency vs.availability trade-offs. For
example,onecouldde�ne a quorumto be just a couple
of SPswhich would offer looseconsistency, but much
higheravailability. Sincethereis a new VE instancefor
eachsubmission,onecould potentiallycon�gure a dif-
ferentquorumfor each�le. If desired,this propertycan
beusedto addor remove SPsby recon�guring eachSP
independently, resultingin a very slight and temporary
shift towardconsistency overavailability.

4 Recovery via Index Merging

Recoveryis animportantmechanismthatallowsall Stor-
agePointsthatexperiencedown time or a network out-
ageto “syncup” all latestcon�gurationupdates.

Our AcceptanceAlgorithm guaranteesthat at leasta
quorumof SPsstoreseachupdate.SomeAkamainodes
mayonly beableto reacha subsetof theSPsthatwere
not part of the quorumthat storedthe update. Even if
thatsubsetintersectswith thequorum,thatAkamainode
may needto retry multiple downloadsbeforereaching
a SPthat storesthe update. To increasethe numberof
Akamainodesthatcangettheirupdatesandimprovethe
ef�ciency of download,preferablyall SPsshouldstore
all state.

In order to “sync up” any missedupdatesStorage
Pointscontinuouslyrun a backgroundrecoveryprotocol
with oneanother. The downloadablecon�guration �les
arerepresentedon theSPsin the form of an index tree.



Therecoveryprotocolis calledIndex Merging. TheSPs
“merge” their index treesto pick up any missedupdates
from oneanother.

The Download Pointsalso needto “sync up” state.
Thesemachinesdonotparticipatein theAcceptanceAl-
gorithmandinsteadrely entirelyon therecovery proto-
col onStoragePointsto pick upall state.

4.1 The Index Tree

For aconciserepresentationof thecon�guration�les, we
organizethe �les into a tree. Thecon�guration �les are
split into groups. A GroupIndex �le lists the UIDs of
thelatestagreeduponupdatesfor each�le in thegroup.
The Root Index �le lists all GroupIndex �les together
with thelatestmodi�cation timestampsof thoseindexes.
Thetop two layers(i.e. theRootandtheGroupindexes)
completelydescribethe latestUIDs of all con�guration
�les andtogetherareknown asthesnapshotof theSP.

EachSPcanmodify its snapshotwhenit learnsof a
quorumagreementthroughtheAcceptanceAlgorithm or
by seeingamorerecentUID in asnapshotof anotherSP.

Sincea quorumof SPsshouldtogetherhave a com-
plete state, for full recovery each SP needsonly to
mergein a snapshotfrom Q � 1 otherSPs(whereQ =
maj ority ). (Download Pointsneedto merge in state
from Q SPs).

The con�guration �les are assignedto groupsstati-
cally whenthe new con�guration �le is provisionedon
ACMS. A group usually containsa logical set of �les
subscribedto by a setof relatedreceiving applications.

4.2 The Index Merging Algorithm

At eachroundof the Index Merging Algorithm a SPA
picks a randomsetof Q � 1 otherSPsanddownloads
andparsesthe index �les from thoseSPs.If it detectsa
morerecentUID of acon�guration�le, SPA updatesits
own snapshot,andattemptsto downloadthemissing�le
from oneof its peers.Notethatit is safefor A to update
its snapshotbeforeobtainingthe �le. Sincethe UID is
presentin anotherSP's snapshotit meansthat the �le
hasalreadybeenagreeduponandstoredby a quorum.

To avoid frequentparsingof oneanother's index �les,
theSPsrememberthetimestampsof oneanother's index
treesandmake HTTP IMS (if-modi�ed-since) requests.
If an index �le hasnot beenchanged,HTTP 304 (not-
modi�ed) is returnedon thedownloadattempt.

Index Mergingroundsruncontinuously.

4.3 Snapshotsfor Receivers

As a side-effect the snapshotsalso provide an ef�cient
wayfor Receiversto learnof latestcon�guration�le ver-

sions.Typically receiversareonly interestedin a subset
of the index treethat describestheir subscriptions.Re-
ceiversalsodownloadindex �les from theSPsvia HTTP
IMS requests.

Using HTTP IMS is ef�cient but is alsoproblematic
becauseeachSPgeneratesits own snapshotandassigns
its own timestampsto theindex �les thatit uploads.Thus
it is possiblefor a SPA to generatean index �le with
morerecenttimestampthanSPB , but lessrecentinfor-
mation. If a Receiver is unlucky anddownloadsthe in-
dex �le from A �rst, it will notdownloadanindex with a
lower timestampfrom B , until thetimestampincreases.
It maytakeawhile for it to getall thenecessarychanges.

Therearetwo solutionsto this problem. In onesolu-
tion we could requirea Receiver to downloadan index
treeindependentlyfrom eachSP, or at leasta quorumof
the SPs. Having eachReceiver downloadmultiple in-
dex treesis an unnecessarywasteof bandwidth. Fur-
thermore,requiringeachReceiver to be ableto reacha
a quorumof SPsreducessystemavailability. Ideally, we
only requirethata Receiver beableto reachoneSPthat
itself is partof aquorum.

We implementedan alternative solution, where the
SPsmergetheir index timestamps,not just thedatalisted
in thethoseindexes.

4.4 Index Time-stampingRules

With just a coupleof simple rules that constrainhow
StoragePointsassigntimestampsto their index �les, we
canpresentacoherentsnapshotview to theReceivers:

1. If aStoragePointA hasanindex �le bar.index with
a timestampT, and then A learnsof new infor-
mationinsidebar.index (eitherthroughVectorEx-
changeagreementor Index Merging from a peer),
then on the next iteration A must upload a new
bar.index with a timestampat leastT + 1.

2. If Storage Points A and B have an index �le
bar.index that containsidentical information and
have timestampsTa andTb respectively with Ta >
Tb, then on the next iteration B must upload
bar.index with a timestampat leastasgreatasTa .

Simply put, rule 1 saysthatwhena StoragePoint in-
cludesnew informationit must increasethe timestamp.
Thisis reallyaredundantrule— anew timestampwould
be assignedanyway whena StoragePoint writes a new
�le. Rule2 saysthataStoragePointshouldalwayssetits
index'stimestampto thehighesttimestampfor thatindex
amongits peers(evenif it includesnonew information).

Oncea StoragePoint modi�es a groupindex it must
modify theRootIndex aswell following thesamerules.
(Thesamewouldapplyto ahierarchywith morelayers).



We now show thecorrectnessof this timestampingalgo-
rithm.

4.5 TimestampingCorr ectness

Guarantee:If aReceiverdownloadsbar.index (index �le
for group bar) with a timestampT1 from any Storage
Point,thenwhennew informationin groupbarbecomes
availableall StoragePointswill publishbar.index with a
timestampat leastasbig asT1 + 1, sothattheReceiver
will quickly pick up thechange.

Proof: Assumein steadystateasetof k StoragePoints
1:::k eachhasa bar.index with timestampsT1; T2; :::; Tk

sortedin non-decreasingorder. (i.e., Tk is the highest
timestamp).Whennew informationbecomesavailable,
thenfollowing rule 1 above, StoragePointk will incor-
poratenew informationandincreaseits timestampto at
leastTk + 1. On the next iteration, following rule 2,
SPs1:::k � 1 will make their timestampsat leastTk + 1
as well. Before the change,the highesttimestampfor
bar.index known to a ReceiverwasTk . A coupleof iter-
ationsafter the new informationbecomesincorporated,
the lowest timestampavailableon any StoragePoint is
Tk + 1. Thus,a Receiver will be able to detectan in-
creasein thetimestampandpick upanew index quickly.

5 Data Delivery

In addition to providing high fault-toleranceandavail-
ability the systemmust scaleto supportdownload by
thousandsof Akamaiservers.We naturallyusetheAka-
mai CDN (ContentDistribution Network) which is opti-
mizedfor �le download. In this sectionwe describethe
Receiver process,its useof the hierarchicalindex data,
andtheuseof theAkamaiCDN itself.

5.1 Receiver Process

Receiversrunoneachof over15,000Akamainodesand
checkfor messageupdateson behalf of the local sub-
scribers.

A Subscriptionfor acon�guration�le speci�esthelo-
cationof that �le in the index tree: the root index, the
groupindex that includesthat �le, andthe �le nameit-
self. Receivers combineall local subscriptionsinto a
subscriptionstree. (This is a subtreeof the whole tree
storedby theSPs.)

A Receiverchecksfor updatesto thesubscriptiontree
by makingHTTP IMS requestsrecursively beginningat
the Root Index. If the Root Index has changed,Re-
ceiver parsesthe �le, andcheckswhetherany interme-
diate indexes that are also in the Receiver's subscrip-
tion treehave beenupdated(i.e., if they are listed with
a highertimestampthanpreviously downloadedby that

Receiver). If so, it storesthe timestamplisted for that
index asthe“target timestamp,” andkeepsmakingIMS
requestsuntil it downloadstheindex thatis at leastasre-
centasthetargettimestamp.Finally it parsesthat index
andcheckswhetherany �les in its subscriptiontree(that
belongto this index) have beenupdated. If so the Re-
ceiver thentries to downloada changed�le until it gets
oneat leastasrecentasthetargettimestamp.

Therearea few reasonswhy a Receiver mayneedto
attemptmultiple IMS requestsbeforeit getsa �le with
a target timestamp.First someStoragePointsmaybea
bit behindwith Index Mergingandnot containthelatest
�les. Second,anold �le maybecachedby theAkamai
network for ashortwhile. TheReceiverretriesits down-
loadsfrequentlyuntil it getsthe required�le. Oncethe
Receiver downloadsthe latestupdatefor a subscription,
it placesthedatain a �le on localdisk andpointsa local
subscriberto it.

The Receiver must know how to �nd the SPs. The
DomainNameServiceprovidesa naturalmechanismto
distributethelist of SPs'andDPs' addresses.

5.2 Optimized Download

TheAkamainetwork's supportfor HTTP downloadis a
natural�t to beleveragedby ACMS for messagepropa-
gation. Sincethe indexesandthecon�guration �les are
requestedby many machineson thenetwork, these�les
bene�t greatlyfrom thecachingcapabilitiesof theAka-
mainetwork.

First,Receiversrunningoncolocatednodesarelikely
to requestthe same�les, which makesit likely that the
requestis served from a neighboringcachein the local
Akamai cluster. Furthermore,if the requestleaves the
clusterit will be directedto othernearbyAkamai clus-
terswhich arealsolikely to have a responsecached.Fi-
nally, if the �le is not cachedin anothernearbyAkamai
cluster, the requestgoesthroughto oneof the Storage
Points. ThesecascadingAkamai cachesgreatly reduce
thenetwork bandwidthrequiredfor messagedistribution
andmakepull-down propagationtheidealchoice.

The trade-off of having greatcacheabilityis the in-
creasedpropagationdelayof the messages.The longer
the �le is servedout of cache,the longerit takesfor the
Akamai systemto refreshcachedcopies. Sincewe are
moreconcernedherewith ef�cient ratherthanvery fast
delivery, weseta longcacheTTL ontheACMS�les, for
example,30seconds.

As mentionedin section2 we augmentthelist of SPs
with a setof a few DownloadPoints. DownloadPoints
provide an elegantway to alleviate bandwidthrequire-
mentsfrom theSPs.As aresultreplicationandrecovery
algorithmson theSPsexperiencelesscompetitionwith
thedownloadbandwidth.



6 Operational Experience

The designof ACMS hasbeenan iterative processbe-
tween implementationand �eld experiencewhere our
assumptionsof persistentstorage,network connectivity,
andOS/softwarefault-toleranceweretested.

6.1 Earlier Front-End Versions

Ourprototypeversionof ACMSconsistedof asinglepri-
maryAcceptingStoragePointreplicatingsubmissionsto
a few secondaryStoragePoints. Whenever theAccept-
ing SPwould loseconnectivity to someof the Storage
Pointsor experienceasoftwareor hardwaremalfunction
theentiresystemwould halt. It quickly becameimpera-
tive to designa systemthatdid not rely entirely on any
single machine. We also considereda solution of us-
ing a setof auto-replicatingdatabases.We encountered
two problems.First, commercialdatabaseswould prove
unnecessarilyexpensive aswe would have to acquireli-
censesto matchthenumberof customersusingACMS.
More importantly, we requiredconsistency. At the time
we did not �nd databasesoftwarethat would dealwith
variousByzantinenetwork failures.Althoughsomeaca-
demicsystemswereemerging thatin theorydid promise
the right level of wide-areafault-tolerancewe required
a professional,�eld-tested systemthat we could easily
tuneto our needs.Basedonour studyof Paxos[16] and
BFS[17] wedesignedasimplerversionof decentralized
quorum-basedtechniques.Similar to PaxosandBFSour
algorithmrequiresaquorum.However, thereis noleader
to enforcestrict orderingin VE asboundedre-ordering
is permittedwith non-competingcon�guration applica-
tions.

6.2 PersistentStorageAssumption

StoragePoints rely on persistentdisk storageto store
con�guration�les, snapshots,andtemporaryVE vectors.
Most harddisks arehighly reliable,but guaranteesare
not absolute.Datamaygetcorrupted,especiallyon sys-
temswith high levelsof I/O. Moreover, if theoperating
systemcrashesbeforeanOSbuffer is �ushed to disk,the
resultof thewrite maybelost.

After experiencinga few �le corruptionswe adopted
thetechniqueof writing outMD5 hashtogetherwith the
�le' s contentsbeforedeclaringa successfulwrite. The
hashis checked on openingthe �le. A StoragePoint
whichdetectsacorrupted�le will refuseto communicate
with its peersandrequirean engineer's attention.Over
the period of six monthsendingin February2005, the
NOCC [2] monitoringsystemhasrecorded3 instances
of such�le corruptiononACMS.

SinceACMSrunsautomaticrecoveryroutinesreplac-
ing damagedor old hardwareon ACMS is trivial. The
SPprocessrunningon a cleandisk quickly recoversall
of theACMSstatefrom otherSPsvia Index Merging.

6.3 ConnectedQuorum Assumption

Theassumptionof aconnectedquorumturnedoutto bea
verygoodone.Nonetheless,networkpartitionsdooccur,
andthequorumrequirementof our systemdoesplay its
role. For the�rst 9 monthsof 2004theNOCCmonitor-
ing systemrecorded36 instanceswherea StoragePoint
did not have connectivity to a quorumdue to network
outagesthat lastedfor morethan10 minutes.However,
in all of thoseinstancestherewasan operatingquorum
of otherSPsthatcontinuedto acceptsubmissions.

Brief networkoutagesontheInternetarealsocommon
althoughthey would generallynot result in a SPlosing
connectivity to aquorum.For example,acloseranalysis
of ACMSlogsovera6dayperiodrevealedtwo shortout-
ageswithin thesamehourbetweena pair of SPslocated
in differentTier-1 networks.They lastedfor 8 and2 min-
utesrespectively. Suchoutagesemphasizethenecessity
for an ACMS-like designto provide uninterruptedser-
vice.

6.4 LessonsLearned

As we anticipated,redundancy hasbeenimportantin all
aspectsof our system. Placingthe SPsin distinct net-
workshasprotectedACMSfrom individualnetwork fail-
ures. Redundancy of multiple replicashelpedACMS
cope with disk corruptionand data loss on individual
SPs.

Eventheprotocolsusedby ACMS arein somesense
redundant.Thecontinuousrecovery scheme(i.e., Index
Merging) helpsthe StoragePointsrecover updatesthat
they may missduring the initial replicationand agree-
ment phasesof the AcceptanceAlgorithm. In fact, in
someinitial deploymentsIndex Merging helpedACMS
overcomesomecommunicationsoftwareglitchesof the
AcceptanceAlgorithm.

The back-endof ACMS also bene�ted from redun-
dancy. Receivers begin their download attempt from
nearbyAkamainodes,but canfail over to higherlayers
of theAkamainetwork if needed.This approachallows
Receivers to copewith downedserverson their down-
loadpath.

Despitethe redundantandself-healingdesignsome-
timeshumaninterventionis required.Werely heavily on
theAkamaierror reportinginfrastructureandtheopera-
tionsof theNOCCto preventcritical failuresof ACMS.
Detectionof andresponseto secondaryfailuressuchas



individualSPcorruptionor downtimehelpsdecreasethe
probabilityof full quorumfailures.

7 Evaluation

To evaluatetheeffectivenessof thesystemwe gathered
datafrom the live ACMS systemacceptinganddeliver-
ing con�gurationupdateson theactualAkamainetwork.

7.1 Submissionand Propagation

First we lookedat theworkloadof theACMS front-end
over a 48 hour period in the middle of a work week.
Therewere14,276total �le submissionson the system
with � ve operatingStoragePoints.Thetablebelow lists
the distribution of the �le sizes. Submissionof smaller
�les (under100KB)weredominant,but �les ontheorder
of 50MB alsoappearabout3%of thetime.

sizerange avg �le sz distribution avg.time(s)
0K-1K 290 40% 0.61

1K-10K 3K 26% 0.63
10K-100K 22K 23% 0.72
100K-1M 167K 7% 2.23
1M-10M 1.8M 1% 13.63

10M-100M 51M 3% 199.87
The last columnof the tableshows the averagesub-

mission time for various �le sizes. We evaluatedthe
“submission”timebymeasuringtheperiodfromthetime
anAcceptingSPis �rst contactedby a publishingappli-
cation, until it replieswith “Accept.” The submission
time includesreplicationand agreementphasesof the
AcceptanceAlgorithm. Theagreementphasefor all �les
takes50millisecondsonaverage.For �les under100KB,
all “submission”timesareunderonesecond.However,
with larger�les, replicationbeginsto dominate.For ex-
ample,for 50MB �les, the time is around200seconds.
Eventhoughour SPsarelocatedin Tier 1 networksthey
all sharereplicationbandwidthwith thedownloadband-
width from the Receivers. In addition, replicationfor
multiple submissionsandmultiple peersis performedin
parallel.

We also measuredthe total updatepropagationtime
from whenmany con�guration updateswere�rst made
availablefor downloadthroughreceipton the live Aka-
mai network for a random sampling of 250 Akamai
nodes. Figure2 shows the distribution of updateprop-
agationtimes. Theaveragepropagationtime is approx-
imately 55 seconds.Most of thedelaycomesfrom Re-
ceiverpolling intervalsandcaching.

Figure3 examinestheeffectof �le sizeonpropagation
time. We have analyzedthe meanand 95th-percentile
delivery time for each submissionin the test period.
99.95%of updatesarrivedwithin threeminutes.There-
maining0.05%weredelayeddueto temporarynetwork
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Figure2: Propagationtime distribution for a largenum-
ber of con�guration updatesdeliveredto a samplingof
thousandsof machines.

connectivity issues;the�les weredeliveredpromptlyaf-
ter connectivity wasrestored.Thesedelivery timesmeet
ourobjectivesof distributing�les within severalminutes.
The�gure shows a high propagationtime for especially
small�les. Althoughonewouldexpectthatthepropaga-
tion timeincreasesmonotonicallywith the�le size,CDN
cachingslowsdown �les submittedmorefrequently. We
believethatmany smaller�les areupdatedfrequentlyon
ACMS.As aresultthecachingTTL of theCDN is more
heavily re�ectedin propagationdelay.

Theuseof cachingreducesbandwidthon theStorage
Pointsanywherefrom 90%to 99%,increasingin general
with systemactivity andwith the�le sizebeingpushed,
allowing largeupdatesto bepropagatedto tensof thou-
sandsof machineswithoutsigni�cant impactonStorage
Pointtraf�c.

Finally to analyzegeneralconnectivity andthetail of
thepropagationdistribution we lookedat a propagation
of short�les (under20KB) to anotherrandomsampleof
300machinesovera 4 dayperiod.We foundthat99.8%
of thetimea �le wasreceivedwithin 2 minutesfrom be-
comingavailableand99.96%of thetime it wasreceived
within 4 minutes.

7.2 Scalability

We analyzedtheoverheadof theAcceptanceAlgorithm
andits effect on thescalabilityof the front-end. Over a
recent6 day periodwe recorded43,504successful�le
submissionswith anaverage�le sizeof 121KB.In asys-
temwith 5 SPs,theAcceptingSPneedsto replicatedata
to 4 otherSPsrequiring484KBytesper�le on average.
The sizeof a VE messageis roughly 100 bytes. With
n(n � 1) VE messagesexchangedper submission,VE
uses2 KB per�le or 0.4%of thereplicationbandwidth.
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Figure3: Propagationtimesfor varioussize�les. The
dashedline shows theaveragetime for each�le to prop-
agateto 95% of its recipients.Thesolid line shows the
averagepropagationtime.

For ourpurposeswechose5 SPs,sothatduringasoft-
ware upgradeof one machinethe systemcold tolerate
onefailureandstill maintainamajorityquorumof 3. Ex-
tendingthe calculationto 15 SPs,for example,with an
average�le sizeof 121KB thesystemwouldrequire1.7
MB for replicationand21KB for VE. TheVE overhead
becomes1.2%,which is higher, but not signi�cant.

Sucha systemis conceivable if one choosesnot to
rely on a CDN for ef�cient propagation,but insteadof-
fer more download sites(SPs). The VE overheadcan
befurtherreducedasdescribedin section3.5. However,
theminimumbandwidthrequiredto replicatethedatato
all 15 machinesmay grow to be prohibitive. In sucha
systemonecouldstill allow eachServer to maintainall
indexes,but split theactualstorageinto subsetsbasedon
somehashingfunctionsuchasConsistentHashing[4].

For ACMSchoosingtheAkamaiCDN itself for prop-
agationis thenaturalchoice.Thecacheabilityof thesys-
tem grows as the CDN penetratesmore ISP networks,
and the systemscalesnaturally with its own growth.
Also, astheCDN grows thereachabilityof receiversin-
sidemoreremoteISPsimproves.

8 RelatedWork

8.1 Fault Tolerant Replication

Many distributed�lesystemssuchasCoda[20], Pangea
[21], and Bayou [22] store �les acrossmultiple repli-
cassimilar to the StoragePointsof ACMS. Similar to

ACMS' Index Mergingthese�lesystemsrunrecoveryal-
gorithmsthatsynchronizethedataamongreplicas,such
asBayou'santi-entropy algorithm.However, all of these
systemsattemptto improvetheavailability of dataat the
expenseof consistency. The aim is to allow �le op-
erationsto clients on a set of disconnectedmachines.
ACMS,on theotherhandmustprovideaveryhigh level
of consistency acrosstheAkamainetwork andcannotal-
low a singleSPto acceptanduploada new updateinde-
pendently.

Thetwo-phaseAcceptanceAlgorithm usedby ACMS
is similar in natureto theTwo Phase-Commit[12]. Two-
phasecommitalsoseparatesa transactionphasefrom a
commit phase,but its failure modesmake it moresuit-
ableto a localenvironment.

TheVectorExchange(theagreementphaseof our al-
gorithm)wasinspiredby theconceptof vectorclocksin-
troducedby Fidge[10] andMattern[24] which areused
to determinecausalityof eventsin a distributedsystem.
Bayoualsousesvectorsto representlatestknown com-
mit sequencenumbersfor eachserver. In our algorithm,
thevectors'contentsaresimply bits sinceeachmessage
only hastwo interestingstates,known to a serveror not.
Eachsubsequentagreementis a separate“instance” of
theprotocol.

VE usesaquorum-basedschemesimilar to Paxos[16]
andBFS [17]. Paxosde�nes quorumasstrict majority
while BFS de�nes it as “more than 2=3.” VE allows
“quorum” to be con�gurable as long as it is at leasta
majority. All thesealgorithmsconsiderByzantinefail-
uresandrely onpersistentstorageby aquorumto enable
a laterquorumto recoverstate.Thisstrongpropertypre-
cludesscenariosallowedby asimplertwo phasecommit
protocolfor a minority of partitionedreplicasto commit
a transaction.Otherquorumsystemsincludeweighted
voting [11] andhierarchicalquorumconsensus[15].

At the same time VE is simpler than Paxos and
BFS and doesnot implementa full ByzantineFault-
Tolerance.It doesnotrequireanauxiliaryprotocolto de-
terminea leaderor aprimaryasin Paxosor BFSrespec-
tively. This relaxationstemsfrom the natureof ACMS
applicationswhereonly asingleor redundantwritersex-
ist for each�le and thus, someboundedreorderingis
permissibleasexplainedin section3.4.2. No leaderis
enforcingordering.

OceanStore[31] is anexampleof astoragesystemthat
implementsByzantineFault-Toleranceto have replicas
agreeon theorderof updatesthatoriginatefrom differ-
ent sources.ACMS, on the other handmust complete
“agreement”at the time of an updatesubmission.This
is primarily due to the importantaspectof the Akamai
network whereanapplicationthatpublishesa new con-
�guration �le mustknow that the systemhasagreedto
uploadandpropagatethenew update.(Otherwiseit will



keepretrying.)

8.2 Data Propagation

Similar to multicast [9], ACMS is designedto deliver
datato many widely dispersednodesin a way thatcon-
serves bandwidth. While ACMS takes advantageof
the Akamai Network optimizationsfor hierarchical�le
caching, multicast usesproximity of network IP ad-
dressesto sendfewer IP packets. However, due to the
lack of more intelligent routing infrastructurebetween
majornetworkson theInternet,it is virtually impossible
to multicastdataacrossthesenetworks.

To bypassthe Internet routing shortcomingsmany
application-level multicast schemesbased on over-
lay networks were proposed: CAN-Multicast [27],
Bayeux [34], and Scribe [29] amongothers [14] [7].
Thesesystemsleveragecommunicationtopologiesof
P2PoverlayssuchasCAN [26], Chord[30], Pastry[28],
Tapestry[33]. Unlike ACMS, thesesystemscreatea
propagationtree for eachnew sourceof the multicast,
incurringanoverhead.As shown in [5], usingthesesys-
temsfor multicastis not alwaysef�cient. In our system
ontheotherhand,oncethedatais injectedinto ACMS,it
is availablefor downloadfrom any Storageor Download
Point, andpropagatesdown the treefrom thesedistinct
well-connectedsources.The effect of the overlay net-
worksusedin reliablemulticastingnetworks[23], [6] is
replacedby cooperatingcachesin oursystem.

ACMS is similar to MessagingOrientedMiddleware
(MOM) in that it providespersistentstorageandasyn-
chronousdelivery of updatesto subscribersthat may
be temporarily unavailable. CommonMOMs include
Sun's JMS [32], IBM' s MQSeries [13], Microsoft's
MSMQ [25], and the like. Thesesystemusually con-
tain a server that persiststhe messaging“queue”which
helpsdealwith crashrecovery, but doescreatea single
point of failure. The distributedmodelof ACMS stor-
age,on theotherhand,helpsit toleratemultiple failures
or partitions.

8.3 Software Updates

Finally, we comparea completeACMS with existing
softwareupdatesystems.LCFG[35] andNovadigm[36]
createsystemsto managedesktopsandPDAs acrossan
enterprise. While thesesystemsscaleto thousandsof
servers they usually spana single or a few enterprise
networks. ACMS, on the other handdelivers updates
acrossmultiplenetworksfor critical customer-facingap-
plications.As a resultACMS focuseson a highly fault-
tolerantstorageandef�cient propagation.

Systemsthatdeliver software,like Windows Updates
[37] targeta muchlargersetof machinesthanfound in

theAkamainetwork. However, polling intervalsfor such
updatesare not as critical. SomeWindows userstake
daysto activatetheirupdateswhile eachAkamainodeis
responsiblefor servingrequeststo tensof thousandsof
usersandthusmustsynchronizeto thelatestupdatesvery
ef�ciently . Moreover, systemssuchasWindowsUpdates
usea rigorous,centralizedprocessto pushout new up-
dates. ACMS acceptssubmissionsfrom dynamicpub-
lishersdispersedthroughouttheAkamainetwork. Thus,
highly fault-tolerant,available,andconsistentstorageof
updatesis required.

9 Conclusion

In this paperwe have presentedtheAkamai Con�gura-
tion ManagementSystemthatsuccessfullymanagescon-
�guration updatesfor the Akamai network of 15,000+
nodes. Throughthe useof simplequorum-basedalgo-
rithms (Vector Exchangeand Index Merging), ACMS
provideshighly available,distributed,andfault-tolerant
managementof con�guration updates. Although these
algorithmsarebasedon earlierideas,they wereparticu-
larly adaptedto suit a con�guration publishingenviron-
mentandprovide high level of consistency andeasyre-
coveryfor theACMS' StoragePoints.Theseschemesof-
fermuch�e xibility andmaybeusefulin otherdistributed
systems.

Justlike ACMS,any othermanagementsystemcould
bene�t from usingaCDN suchasAkamai'sto propagate
updates.First, a CDN managedby a third partyoffersa
convenientoverlaythatcanspanthousandsof networks
effectively. A solutionsuchasmulticastrequiresmuch
managementandsimply doesnot scaleacrossdifferent
ISPs.Second,a CDN's cachingandreachwill allow the
systemto scaleto hundredsof thousandsof nodesand
beyond.

Most importantlywe have presentedvaluablelessons
learnedfrom our operationalexperience. Redundancy
of machines,networks,andevenalgorithmshelpsa dis-
tributedsystemsuchasACMS copewith network and
machinefailures,andevenhumanerrors.Despite36net-
work failuresthatwe recordedin thelast9 months,that
affectedsomeACMS StoragePoints,thesystemcontin-
uedto operatesuccessfully. Finally, activemonitoringof
any critical distributedsystemis invaluable. We relied
heavily on the NOCC infrastructureto maintaina high
level of fault-tolerance.
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