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Abstract

An importanttrend in information technologyis the use of
increasinglylarge distributed systemsto deplgy increasingly
comple« and mission-criticalapplications. In orderfor these
systemsto achieve the ultimate goal of having similar ease-
of-usepropertiesas centralizedsystemgshey mustallow fast,
reliable, and lightweight managemenand synchronizatiorof
their con guration state. This goal posesnumerousechnical
challengedn atruly Internet-scalesystem,including varying
degreesof network connectiity, inevitable machinefailures,
andthe needto distributeinformationglobally in afastandre-
liable fashion.

In this paperwe discusshe designandimplementatiorof a
con guration managemensystenfor the AkamaiNetwork. It
allows reliableyet highly asynchronouslelivery of con gura-
tion information,is signi cantly fault-tolerantandcanscaleif
necessaryo hundredf thousandef seners.

Thesystemis fully functionaltodayproviding con guration
managemerto over 15,000senersdeplgred in 1200+differ-
entnetworksin 60+ countries.

1 Intr oduction

Akamai Technologiesoperatesa system of 15,000+
widely dispersedsenerson which its customersleploy
their web contentand applicationsin orderto increase
the performancendreliability of theirwebsites.When
a customerextendstheir web presencdrom their own
sener or sener farmto a third party ContentDelivery
Network (CDN), a major concernis the ability to main-
tain close control over the mannerin which their web
contentis sened. Most customersequirealevel of con-
trol overtheirdistributedpresencehatrivalsthatachies-
ablein acentralizecervironment.

Akamai's customergancon gure mary optionsthat
determinehow their contentis senedby theCDN. These
optionsmay include: html cachetimeouts,whetherto
allow cookies,whetherto store sessiondatafor their
webapplicationsamongmary othersettings.Con gura-

tion les thatcapturethesesettingsmustbe propagated
quickly to all of the Akamaisenersuponupdate.

In additionto the con guring custometrpro les, Aka-
maialsorunsmary internalservicesandprocessewhich
requirefrequentupdatesor “recon gurations”! Oneex-
ampleis themappingservicesvhichassigruserd¢o Aka-
mai seners basedon network conditions. Subsystems
that measurdrequently-changingetwork connectvity
and lateny must distribute their measurementto the
mappingservices.

In this paperwe describethe Akamai Con gura-
tion ManagemenBystem(ACMS), which was built to
supportcustomers'and internal services'con guration
propagationrequirements. ACMS acceptsdistributed
submissionsof con guration information (capturedin
con guration les) anddisseminateshis informationto
theAkamaiCDN. ACMSis highly availablethroughsig-
ni cant fault-toleranceallows reliableyet highly asyn-
chronousandconsistentlelivery of con guration infor-
mation, provides persistenstorageof con guration up-
dates,and can scaleif necessaryo hundredsof thou-
sandof seners.

The systemis fully functional today providing con-
guration managemenito over 15,000senersdeployed
in 1200+differentISP networksin 60+ countries. Fur-
ther, asa lightweight mechanisnfor makingcon gura-
tion changesit hasevolvedinto acritical elemenbf how
we administerour network in a e xible fashion.

Elementof ACMS bearresemblancéo or draw from
numerougrevious efforts in distributedsystems- from
reliable messaging/multicasnh wide-areasystems,to
fault-tolerantdatareplicationtechniquesto Microsoft's
Windows Update functionality; we presenta detailed
comparisorin Section8. We believe, however, that our
systemis designedo work in a relatively uniqueernvi-
ronmentdueto a combinationof thefollowing factors.

The setof endclients— our 15,000+seners— are
verywidely dispersed.



At ary point in time a nontrivial fraction of these
seners may be down or may have nontrivial con-
nectvity problemsto therestof the system.An in-

dividual sener may be out of commissiorfor sev-

eral monthsbefore being returnedto active duty,

andwill needto getcaughtupin a sanefashion.

Con guration changesare generatedrom widely
dispersedplaces— for certain applications, ary
sener in the systemcangeneratecon guration in-
formationthatneeddo bedispersedia ACMS.

We haverelatively strongconsisteng requirements.

When a sener that hasbeenout-of-touchregains
contactit needqo becomeupto datequickly or risk
servingcustomeicontentin anoutdatednode.

Our solutionis basedon a small setof front-enddis-
tributedStoragePointsandaback-endprocesghatman-
agesdownloadsfrom the front-end. We have designed
and implementeda set of protocolsthat deal with our
particularavailability andconsisteng requirements.

Themajorcontributionsof this paperareasfollows:

We describethe designof a live working system
that meetsthe requirementsf con guration man-
agementn avery largedistributednetwork.

We present performancedata and detail some
lessondearnedfrom a building anddeploying such
asystem.

We discussn detailthedistributedsynchronization
protocolswe introducedto managethe front ends
StoragePoints. While theseprotocolsbearsimilar
ity to several previousefforts, they aretarmetedat a
differentcombinationof reliability andavailability
requirementsand thus may be of interestin other
settings.

1.1 Assumptionsand Requirements

We assumehat the con guration les will varyin size
from a few hundredbytesup to 100MB. Although very
large con guration les arepossibleanddo occur, they
in generalshouldbe morerare. We assumehat most
updatesmust be distributed to every Akamai node, al-
thoughsomecon guration les may have a relatively
smallnumberof subscribersSincedistinctapplications
submitcon guration les dynamically thereis no par
ticular arrival patternof submissionsand at timeswe
could expect several submissionger second. We also
assumethat the Akamai CDN will continueto grow.
Suchgrowth shouldnot impedethe CDN's responsie-
nessto con guration changes.We assumehat submis-
sionscould originatefrom a numberof distinctapplica-
tions runningat distinctlocationson the Akamai CDN.

We assumehat eachsubmissiorof a con guration le
foo completelyoverwritesthe earlier submittedversion
of foo. Thus,we do not needto storeolder versionsof
foo, but the systemmustcorrectlysynchronizeo thelat-
estversion. Finally, we assumehatfor eachcon gura-
tion le thereis eithera singlewriter or multiple idem-
potent(non-competingjvriters.

Basedon the motivation and assumptionglescribed
above we formulate the following requirementsfor
ACMS:

High Fault-ToleranceandAvailability. In orderto sup-
port all applicationghat dynamicallysubmitcon gura-
tion updatesthe systemmustoperate24x7 and experi-
encevirtually no downtime. The systemmustbe ableto
toleratea numberof machinefailuresandnetwork parti-
tions, andstill acceptanddeliver con guration updates.
Thus, the systemmusthave multiple “entry points” for
acceptingand storing con guration updatessuch that
failure of any oneof themwill not haltthe system.Fur-
thermorethese'entry points”mustbelocatedin distinct
ISP networks so asto guaranteevailability evenif one
of thesenetworks becomegartitionedfrom the rest of
thelnternet.

Ef ciency and Scalability The systemmust deliver
update=f ciently to anetwork of thesizeof theAkamai
CDN, andall partsof the systemmustscaleeffectively
to ary anticipatedgrowth. Sinceupdatessuchasa cus-
tomer's pro le, directly effect how eachAkamai node
senesthat customers content,it is imperative that the
senerssynchronizeelatively quickly with respecto the
new updates.The systemmustguaranteehat propaga-
tion of updatedo all “alive” nodestakesplacewithin a
few minutesfrom submission(Provided of course that
thereis network connectvity to such“alive” or function-
ing nodesrom someof our “entry points?).

PersistentFault-Tolerant Storage. In a large network
somemachineswill always be experiencingdowntime
due to power and network outagesor processfailures.
Therefore,it is unlikely that a con guration updatecan
be delivered synchronouslyto the entire CDN in the
time of submission. Insteadthe systemmust be able
to storethe updategpermanenthanddeliver themasyn-
chronouslyto machinesasthey becomeavailable.

Correctness.Sincecon guration le updatescanbe
submittedto ary of the “entry points] it is possiblethat
two updatedor thesamele foo arrive at different“en-
try points” simultaneously We requirethat ACMS pro-
vide auniqueorderingof all versionsandthatthesystem
synchronizeto the latestversionfor eachcon guration
le. Sinceslight clock skews are possibleamongour
machineswe relax this requirementand shav that we
allow a very limited, but boundedreordering.(Seesec-
tion 3.4.2).

AcceptanceGuarantee ACMS “accepts”’a submis-



sionrequesbnly whenthe systemhas“agreed”on this
versionof the update.The agreemenin ACMS is based
on a “quorum” of “entry points” (The quorumusedin
ACMS is atthe coreof our architectureandis discussed
in greatdetail throughoutthe paper). The agreements
necessarybecausef the “entry point” that recevesan
updatesubmissiorbecomesut off from the Internetit
will notbeableto propagateheupdateto therestof the
system.In essencethe Acceptancé&uaranteestipulates
thatif a submissioris accepteda quorumhasagreedo
propagatehe submissiorto the AkamaiCDN.

Security Con gurationupdatesnustbe authenticated
andencryptedsothat ACMS cannotbe spoofednor up-
datesreadby ary third parties. The techniqueghatwe
useto accomplishthis are standardandwe do not dis-
cussthemfurtherin thisdocument.

1.2 Our Approach

We obsene that the ACMS requirementdall into two
sets.The rst setof requirementslealswith updateman-
agementhighly available fault-toleranstorageandcor-
rect ordering of acceptedupdates. The secondset of
requirementdealswith delivery: efcient and secure
propagatiorof updates.Instinctively we split the archi-
tectureof the systeminto two subsystems- the “front-
end”andthe“back-end™thatcorrespondo thetwo sets
of requirements.The front-end consistsof a small set
(typically 5 machines)f StoragePoints(or SPs). The
SPsaredeployedin distinctTier-1 networksinsidewell-
connectedlatacenters.The SPsareresponsibldor ac-
ceptingandstoringcon gurationupdatesTheback-end
is the entire Akamai CDN thatsubscribeso the updates
andaidsin the updatedelivery.

High availability and fault-tolerancecome from the
fact that the SPsconstitutea fully decentralizedsub-
system. ACMS doesnot dependon ary particular SP
to coordinatethe updatessuchasa databasenasterin
a persistentMOM (message-orienteaiiddlevare) stor
age.ACMS cantolerateanumberof failuresor partitions
amongthe StoragePoints.Insteadf relyingonacoordi-
nator we usea setof distributedalgorithmsthathelpthe
SPssynchronizecon guration submissionsThesealgo-
rithmsthatwill bediscussedaterarequorum-basednd
requireonly a majority of the SPsto stayalive andcon-
nectedo oneanothelin orderfor the systemto continue
operation. Any majority of the SPscanreconstructhe
full stateof the con guration submissionsandcontinue
to acceptanddeliver submissions.

To propagateupdates,we considereda push-based
vs. a pull-basedapproach. In a push-basedpproach
the SPswould needto monitorandmaintainstateof all
Akamai hoststhat requireupdates.In a pull-basedap-
proachall Akamai machinesheckfor new updatesand

requesthem. We obsenedthatthe Akamai CDN itself
is fully optimizedfor HTTP download,makingthe pull-
basedapproachover HTTP downloada naturalchoice.
Sincemary con guration updatesmustbe deliveredto
virtually every Akamaisener, this allows usto useAka-
mai cache<ffectively for commondownloadsandthus
reducenetwork bandwidthrequirements. This natural
choicehelpsACMS scalewith the growing size of the
Akamainetwork.

As an optimizationwe add an additional set of ma-
chines(the Download Points)to the front-end. Down-
loadPointsoffer additionalsitesfor HTTP downloadand
thusalleviate the bandwidthdemandplacedon the Stor
agePoints.

To furtherimprove the ef ciency of the HTTP down-
load we createan index hierarchythat concisely de-
scribesall con guration les available on the SPs. A
downloadingagentcan startwith downloadingthe root
of the hierarchicalindex treeandwork its way down to
detectchangesn ary particularcon guration les it is
interestedn.

Therestof this paperis organizedasfollows. We give
an architectureoverview in section2. We discussour
distributed techniquesof quorum-basedeplicationand
recoveryin sections3 and4. Section5 describeshe de-
livery mechanismWe shareour operationakxperience
andevaluationin sections6 and7. Section8 discusses
relatedwork. We concludein section9.

2 Architecture Overview

Thearchitectureof ACMS s depictedn Figurel.

Firstanapplicationsubmittinganupdate(alsoknown
asa publishe) contactsan ACMS StoragePoint. The
publishertransmitsa new versionof a given con gura-
tion le. The SPthatrecevesan updatesubmissions
alsoknown asthe AcceptingSPfor thatsubmissionBe-
forereplyingto theclientthe AcceptingSPmalkessureto
replicatethemessagen atleastaquorum(amajority) of
Seners(i.e., StoragePoints). Senersstorethe message
persistentlyon disk asa le. In additionto copying the
data,ACMS runsan algorithm called Vector Exchange
that allows a quorumof SPsto agree on a submission.
Only afterthe agreemenis reacheddoesthe Accepting
SPacknavledgethepublishersrequestby replyingwith
“Accept’

OncetheagreemeramongtheSPsis reachedthedata
can also be offeredfor download. The StoragePoints
uploadthe datato theirlocal HTTP seners(i.e., HTTP
senersrunson the samemachinesasthe SPs).

Sinceonly a quorumof SPsis requiredto reachan
agreemenbn a submissionsomeSPsmay missan oc-
casionalupdatedueto downtime. To accountfor repli-
cation messagesnisseddue to downtime, the SPsrun
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Figure 1: ACMS: Publishers,StoragePoints, and Re-
ceivers(Subscribers)

a recovery schemecalled Index Merging. Index Merg-
ing helpsthe StoragePointsrecover ary missedupdates
from their peers.

To subscribefor con guration updates,eachsener
(alsoknown asa nodg onthe Akamai CDN runsa pro-
cesscalled Receiverthat coordinatessubscriptionsor
that node. Serviceson eachnode subscribewith their
local Recever procesgo receve con guration updates.
Recevers periodically malke HTTP IMS (If-Modi ed-
Since)requestdor these les from the SPs. Recevers
sendtheserequestsvia the Akamai CDN, and most of
the requestsare sened from nearbyAkamai cachege-
ducingnetwork traf c requirements.

We add an additional set of a few well-positioned
machinegto the front-end, called the Download Points
(DPs). DPsnever participatein initial replicationof up-
datesandrely entirelyonIndex Mergingto obtainthelat-
estcon guration les. DPsalleviate someof the down-
load bandwidthrequirementgrom the SPs. In this way
datareplicationbetweenthe SPsdoesnot needto com-
peteasmuchfor bandwidthwith the downloadrequests
from subscribers.

3 Quorum-basedReplication

The fault-toleranceof ACMS is basedon the useof a
simplequorum. In orderfor an AcceptingSPto accept
anupdatesubmissionwve requirethatthe updatebe both
replicatedto andagreeduponby a quorumof the ACMS

SPs.We de ne quorumasa majority. As long asa ma-
jority of the SPsremainfunctional and not partitioned
from oneanotherthis majority subsewill intersectwith
theinitial quorumthatacceptecsubmissionTherefore,
this latter subsewill collectively containthe knowledge
of all previously acceptedipdates.

This approachs deeplyrootedin our assumptiorihat
ACMS canmaintaina majority of operationalandcon-
nectedSPs. If thereis no quorumof SPsthatarefunc-
tional and can communicatewith one anotherACMS
will halt andrefuseto acceptnewn updatesuntil a con-
nectedguorumof SPsis re-established.

Each SP maintainsconnectvity by exchanginglive-
nessmessagesvith its peers. Livenessmessageslso
indicatewhetherthe SPsarefully functionalor healthy
EachSPreportswhetherit haspairwiseconnectvity to
a quorum(including itself) of healthySPs. Thereports
arrive at the AkamaiNOCC (Network Operation€Com-
mandCenter)[2]. If a majority of ACMS SPsfails to
reportpairwise connectvity to a quorum,a red alertis
generated theNOCCandoperationengineergperform
immediateconnectvity diagnosisandattemptto x the
network or senerproblem(s).

By placingSPsinsidedistinctISP networkswe reduce
the probability of an outagethat would disrupta quo-
rum of thesemachines. (Seesomestatisticsin section
6.) Sincewe requireonly a majority of SPsto be con-
nectedjt meansve cantoleratea numberof failuresdue
to partitioning,hardware,or softwaremalfunctions.For
example,with aninitial setcontaining ve SPs,we can
toleratetwo SPfailuresor partitionsandstill maintaina
viable majority of threeSPs. Whenary single SP mal-
functions, a lesserpriority alert alsotriggerscorrective
actionfromtheNOCCengineersACMS operationakx-
periencewith maintaininga connectedjuorumandvari-
ousfailure casesarediscussedh detailin section6.

The rest of the sectiondescribesthe quorum-based
AcceptanceAlgorithm in detail. We also explain how
ACMS replicationand agreementnethodssatisfy Cor-
rectnesandAcceptanceequirementsutlinedin section
1.1anddiscussnaintenancef the ACMS SPs.

3.1 AcceptanceAlgorithm

The ACMS AcceptanceAlgorithm consists of two
phases:replication and agreement. In the replication
phase the Accepting SP copiesthe updateto at leasta
quorumof the SPs.

The AcceptingSP rst createsatemporaryle with a
unigue lename (UID). For a con guration le foo the
UID may look like this: “foo.A.1234", whereA is the
nameof the AcceptingSPand“1234” is the timestamp
of therequestn UTC (shortenedo 4 digits for this ex-
ample).ThisUID is unique becauseachSPallowsonly



onerequesper le persecond.
TheAcceptingSPthensendshis le thatcontainghe
updatealongwith its MD5 hashto a numberof SPsover
a secureTCP connection.EachSPthatrecevesthe le
storest persistentlyon disk (undertheUID name) veri-
es thehashandacknavledgeghatit hasstoredthe le.
If the AcceptingSPfailsto replicatethedatato aquo-
rumafteratimeout,it replieswith anerrorto thepublish-
ing application. The timeoutis basedon the size of the
update,anda very low estimateof available bandwidth
betweerthis SPandits peers.(If the AcceptingSPdoes
nothave connectvity to aquorumit repliesmuchsooner
anddoesnotwait for atimeoutto expire).
Otherwise,onceat leasta quorumof SPs(including
the AcceptingSP)hasstoredthetemporaryle, the Ac-
ceptingSPinitiatesthe secondphaseto obtainanagree-
mentfrom the StoragePointson the submittedupdate.

3.2 Vector Exchange

Vector Exchange(also called “VE”) is a light-weight
protocolthat forms the secondphaseof the acceptance
algorithm— the agreemenphase As the namesuggests,
VE involves StoragePoints exchanginga statevector
The VE vectoris just a bit vectorwith a bit correspond-
ing to eachStoragePoint. A 1-bit indicatesthatthe cor
respondingstoragePointknowsof agivenupdate When
amajority of bits aresetto 1, we saythatanagreement
occursandit is safefor any SP(thatseeghe majority of
thebits set)to uploadthis latestupdate.

In the beginning of the agreemenphase the Accept-
ing SPinitializes a bit vectorby settingits own bit to 1
andthe restto 0, and broadcastshe vectoralong with
theUID of theupdateto theotherSPs.Any SPthatsees
the vectorsetsits correspondingdpit to 1, storesthe vec-
tor persistentlyon disk and re-broadcastthe modi ed
vectorto the restof the SPs. Persistenstorageguaran-
teesthatthe SPwill notloseits vectorstateon process
restartor machinereboot. It is safefor eachSPto set
thebit evenif it did notrecevethetemporaryle during
thereplicationphase Sinceat leasta quorumof the SPs
have storedthis temporary le, it canalwayslocatethis

le atalaterstage.

EachSPlearnsof the agreemenindependentlywhen
it seesa quorumof bits set. Two actionscantake place
when a SP learnsof the agreemenfor the rst time.
When the Accepting SP that initiated the VE instance
learnsof the agreemenit acceptshe submissiorof the
publishingapplication.Whenarny SP(includingthe Ac-
cepting SP) learnsof the agreementt uploadsthe le.
Uploadingmeanghatthe SPcopiesthetemporaryle to
apermanentocationonits localHTTP senerwhereit is
now availablefor downloadby the Recevers. If it does
nothavethetemporaryle thenit downloadsit fromone

of theotherSPsvia therecovery routine(sectiord).

Note, that it is possiblefor the AcceptingSPto be-
come“cut-off” from the quorumafterit initiatesthe VE
phase.In this caseit doesnot know whetherits broad-
castswere receved and whether the agreementook
place. It is then forced to reply only with “Possible
Accept” ratherthan“Accept” to the publishingapplica-
tion. We recommendhatthe publisherthat getscut off
from the AcceptingSP or recevesa “PossibleAccept”
shouldtry to re-submitits updateto anotherSP (Froma
publishers perspecitie thereply of “PossibleAccept”is
equialentto “Reject” Thedistinctionwasmadeinitially
purelyfor the purposeof monitoringthis condition.)

As in mary agreemenschemesthe purposeof the VE
protocolis to dealwith someByzantinenetwork or ma-
chinefailures[18]. In particular VE preventsanindivid-
ual SP(or aminority subsebf SPs)from uploadingnew
dataandthenbecoming‘disconnected’from the restof
the SPs. A quorumof SPscould thencontinueto oper
ate successfullywithout the knowledgethat the minor-
ity is adwertisinga new update.This new updatewould
becomeavailable only to a small subsetof the Akamai
nodesthat canreachthe minority subsetpossiblycaus-
ing a discordin the Akamai network viz. the latestup-
dates.

VE is basedon earlierideasof vector clocks intro-
ducedby by Fidge [10] and Mattern[24]. Section8
comparedcceptanceilgorithm with Two-PhaseCom-
mit and otheragreemenschemeaisedin commondis-
tributedsystems.

3.3 An Example

We give an exampleto demonstratdoth phasesf the
Acceptancé\lgorithm. Imaginethatoursystencontains

ve StoragePointsnamedA, B, C, D, and E with SP
D down temporarilyfor a software upgrade. With ve
SPsthequorumrequiredfor the Acceptancelgorithmis
threeSPs.

SP A recevves a submissiorupdatefrom publisherP
for con guration le “foo”. To usethe examplefrom
section3.1 SPA storesthe le underatemporaryUiD:
foo.A.1234

SPA initiatesthereplicationphaseby sendingthe le
in parallelto asmary SPsasit canreach.SPsB, C, and
E storethe temporaryupdateunderthe UID name. (SP
D is down anddoesnotrespond).SPsB andC happerto
bethe rst SPsto acknavledgethe receptionof the le
andtheMD5 hashcheck.Now A knowsthatthemajority
(A, B, andC) havestoredthe le andA isreadyto initiate
theagreemenphase.

SPA broadcastthefollowing VE messagéo theother
SPs:

foo.A.1234 Al B:0O C.0 DO E:0



This messageontainsthe UID of the pendingupdate
andthe vectorthat hasonly A's bit set. (A storesthis
vectorstatepersistentlyon disk prior to sendingt out).

WhenSPB recevesthis messagé addsits bit to the
vector, storesthevector andbroadcasté:

foo.A.1234 A1 B:1 C:0 D:O E:0
After acoupleof roundsall four live SPsstorethefol-
lowing messagevith all bits setexceptfor D's:

foo.A.1234 A1 B:1 C:1 DO E:1

At this point, aseachSPseeghatthe majority of bits
is set, A, B, C, andE uploadthetemporaryle in place
of the permanenton guration le foo, andstorein their
local databaséhe UID of thelatestagreeduponversion
of le foo: foo.A.1234 All olderrecordsof foo canbe
discarded.

3.4 Guarantees

We now show that our AcceptanceAlgorithm satis es
the acceptancend correctnessequirementsprovided
thatour quorumassumptiorholds.

3.4.1 AcceptanceGuarantee

Having introducedthe quorum-basedgchemewe now
restatethe acceptancguaranteanore preciselythanin
sectionl.l. The acceptancguaranteestatesthatif the
AcceptingSP hasacceptedh submissionijt will be up-
loadedby a quorumof SPs.

Proof: The AcceptingSP acceptsonly whenthe up-
datehasbeenreplicatedo aquorumAND whenthe Ac-
ceptingSP canseea majority of bits setin the VE vec-
tor. Now if the AcceptingSP canseea majority of bits
setin the VE vectorit meansthat at leasta majority of
the SPshave storeda partially lled VE vectorduring
theagreemenphase.Therefore ary future quorumwill
includeat leastone SPthatstoresthe VE vectorfor this
update.Oncesucha SPis partof a quorum,aftera few
re-broadcastounds all of the SPsin this future quorum
will havetheirbits set. Thereforeall the SPsin thelatter
quorumwill decideto upload.

So basedon our assumptiorthat a quorum of con-
nectedSPscanbereasonablynaintainedacceptancéy
ACMS implies a future decisionby at leasta quorumto
uploadtheupdate.

The corverseof the acceptanceguaranteedoesnot
necessarilyold. If thequorumdecidego upload,t does
not meanthat the AcceptingSPwill accept. As stated
earlierthe AcceptingSPmaybe“cut off” from the quo-

rum after VE phaseis initiated, but beforeit completes.

In thatcasethe AcceptingSPreplieswith “PossibleAc-
cept, becausdt'slikely but notde nite. The publishing

applicationtreatsthis reply as“Reject” andtries to re-
submitto anotherSP

The probability of a “PossibleAccept” is very small,
andwe have never seenit occurin therealsystem.The
reasonfor thatis thatin orderfor the VE phaseto be
initiatedthereplicationphasemustsucceedIf therepli-
cationis successfult mostlikely meanghatthelighter
VE phasethat also requiresconnectvity to a quorum
(but lessbandwidth)will alsosucceedIf thereplication
phasefails, ACMS replieswith ade nite “Reject”

3.4.2 Correctness

The Correctnessequirementstatethat ACMS provides
auniqueorderingof all updateversionsfor a givencon-
guration le AND thatthe systemsynchronizego the
latestsubmittedupdate.We later relaxed that guarantee
to statethat ACMS allows limited re-orderingin decid-
ing which updateis the latest,dueto clock skews. More
precisely acceptedupdatesfor the same le submitted
atleast2T + 1 secondsapartwill be orderedcorrectly
T is themaximumallowedclock skew betweerary two
communicatingsPs.

The uniqueorderingof submittedupdatess guaran-
teedby the UID assignedo a submissiorassoonasit is
recevved by ACMS (regardlesof whetherit will be ac-
cepted).The UID containsbotha UTC timestampfrom
the SP's clock andthe SP's name. The submissiongor
the samecon guration le are rst orderedby time and
thenby the AcceptingSPname.So0"“f00.B.1234"is con-
sideredto be morerecentthan“foo.A.1234", andit is
keptasthe later version. A StoragePoint acceptsonly
oneupdatepersecondor agivencon guration le.

Since we do not use logical synchronizedclocks,
slight clock skews andreorderingof updatesare possi-
ble. We now explain how we boundsuchreorderingand
why ary smallreorderings acceptablén ACMS.

We boundthe possibleskew betweenary two com-
municatingSPsby T secondgwhereT is usuallysetto
20 seconds) Our communicatiorprotocolsenforcethis
boundby rejectinglivenesamessagefrom SPsthatare
atleastT secondspart. (l.e., suchpairsof senersap-
pearvirtually deadto eachother). As a resultit follows
thatno two SPsthatacceptupdatedor thesamele can
have a clock skew morethan2T seconds.

Proof: ImagineSPsA andB thatareboth ableto ac-
ceptupdates.This meanshoth A andB areableto repli-
catetheseupdateto a majority of SPs. Thesemajorities
mustoverlapby atleastone SR Moreover, neitherA nor
B canhave morethana T secondclock skew from that
SP. SoA andB cannotbe morethan2T secondspart.

Developersof the Akamai subsystemshat submit
con guration les to Akamainodesvia ACMS are ad-
visedto avoid mis-orderingby submittingupdatedo the



samecon guration le atintervals of at least2T + 1.
In addition, we useNTP [3] to synchronizeour sener
clocks,andin practicewe nd very rareinstancesvhen
our senersaremorethanonesecondapart.

Finally with ACMS, it is actually acceptableto re-
order updateswithin a small boundsuchas 2T. We
are not dealingwith competingeditorsof a distributed
lesystem. Subsystemshatareinvolvedin con guring
alargeCDN suchasAkamaimustanddo cooperatavith
eachother In fact,we consideredwo casef suchsub-
systemsthat updatethe samecon guration le. Either
thereis only one processthat submitsupdatesfor le
“foo”, or thereareredundaniprocesseshat submitthe
sameor idempotentupdatesfor le “foo”. In the case
of asinglepublishingprocessit caneasilyabideby the
2T rule andthereforeavoid reordering. In the caseof
redundantwriters — that exist for fault-tolerance- we
do not carewhoseupdatewithin the 2T periodis sub-
mitted rst astheseupdatesareidempotent.Any more
comple distributed systemghat publishto ACMS use
leaderelectionto selecta publishingprocesseffectively
reducingthesesystemso one-publishesystems.

3.5 Termination and MessageComplexity

In almostall casesVE terminatesafter the last SPin a
guorumbroadcastéts additionto the VE vector How-
ever, in anunlikely eventwhereaSPbecomegpartitioned
off duringa VE phaset attemptso broadcasits vector
stateonceevery few seconds.This way, onceit recon-
nectsto aquorumit cannotify theotherSPsof its partial
state.

VE is not expensve andthe numberof messagesx-
changeds quite small. We make a small changeto the
protocolasit wasoriginally describedy addinga small
randomdelay (underl second)eforea re-broadcaspf
the changedrectorby a SR This way, insteadof all SPs
re-broadcastingn parallel,only one SP broadcastst a
time. With the randomdelay on averageeachSP will
only broadcasbnceafter settingits bit. This resultsin
O(n?) unicastmessages.

We usethegossipmodel,becaus¢he numbersof par
ticipants and the size of the messagesre both small.
Theprotocolcaneasilybeamendedo have only the Ac-
ceptingSPdo are-broadcasafterit collectsthereplies.
Only whenan SPdoesnot hearthe re-broadcastloesit
switchto a gossipmode. Whenthe AcceptingSP stays
connectedintil terminationthe numberof messagesx-
changeds justO(n).

3.6 Maintenance

Software or OS upgradegerformedon individual Stor
agePointsmustbecoordinatedo preventanoutageof a

quorum.Suchupgradesrescheduledndependentiyon
individual StoragePointsso that the remainingsystem
still containsa connectedjuorum.

Adding and remaving machineswith quorum-based
systemss a theoreticallytricky problem. Rambo[19]
is anexampleof a quorum-basedystemthat solvesdy-
namic setcon guration changesy having an old quo-
rumagreeonanew con guration.

Sinceaddingor removing SPsis extremely rare we
chosenot to complicatethe systemto allow dynamic
con guration changeslnsteadwe halt the systemtem-
porarily by disallaving acceptsof new updateschange
thesetcon gurationonall machineswait for anew quo-
rumto syncup on all state(via the Recorery algorithm),
andallow all SPsto resumeoperation.Replacinga dead
SPis a simplerprocedurevherewe bring up a nev SP
with thesameSPID astheold oneandcleanstate.

3.7 Flexibility of the VE Quorum

ACMS' quorumis con gured as majority. Justlike in
the Paxos[16] algorithmthis choiceguaranteethatary
future quorumwill necessarilyintersectwith an earlier
oneandall previously acceptedsubmissionsanbe re-
covered.However, this de nition is quite e xible in VE
andallowsfor consisteng vs. availability trade-ofs. For
example,onecouldde ne a quorumto bejusta couple
of SPswhich would offer loose consisteng, but much
higheravailability. Sincethereis a new VE instancefor
eachsubmissionpne could potentially con gure a dif-
ferentquorumfor each le. If desiredthis propertycan
be usedto addor remove SPsby recon guring eachSP
independentlyresultingin a very slight andtemporary
shift toward consisteng over availability.

4 Recovery via Index Merging

Recweryis animportantmechanisnthatallows all Stor
agePointsthat experiencedown time or a network out-
ageto “syncup” all latestcon gurationupdates.

Our AcceptanceAlgorithm guaranteeshat at leasta
quorumof SPsstoreseachupdate.SomeAkamainodes
may only be ableto reacha subsetof the SPsthatwere
not part of the quorumthat storedthe update. Even if
thatsubsetntersectwith thequorum thatAkamainode
may needto retry multiple downloadsbeforereaching
a SPthat storesthe update. To increasethe numberof
Akamainodegthatcangettheirupdatesandimprove the
efciency of download, preferablyall SPsshouldstore
all state.

In orderto “sync up” ary missedupdatesStorage
Pointscontinuouslyrun a backgroundecovery protocol
with oneanother The downloadablecon guration les
arerepresentedn the SPsin the form of anindex tree.



Therecovery protocolis calledindex Merging. The SPs
“merge” their index treesto pick up arny missedupdates
from oneanother

The Download Pointsalso needto “sync up” state.
Thesemachinegio not participatein the Acceptanceil-
gorithmandinsteadrely entirely on the recovery proto-
col on StoragePointsto pick up all state.

4.1 Thelndex Tree

Foraconcisaepresentatioof thecon guration les, we

organizethe les into atree. Thecon guration les are
split into groups. A GroupIndex le lists the UIDs of

the latestagreeduponupdatedor eachle in thegroup.
The Root Index le lists all GroupIndex les together
with thelatestmodi cation timestamp®f thoseindexes.
Thetoptwo layers(i.e. the Rootandthe Groupindexes)
completelydescribethe latestUIDs of all con guration

les andtogetherareknown asthe snapshobf the SR

EachSP canmodify its snapshotwhenit learnsof a
guorumagreementhroughthe Acceptancelgorithm or
by seeingamorerecentUID in asnapshobf anothelSR

Sincea quorumof SPsshouldtogetherhave a com-
plete state, for full recorery each SP needsonly to
mergein asnapshofrom Q 1 otherSPs(whereQ =
maj ority ). (Download Pointsneedto meme in state
from Q SPs).

The con guration les are assignedo groupsstati-
cally whenthe new con guration le is provisionedon
ACMS. A group usually containsa logical setof les
subscribedo by a setof relatedreceving applications.

4.2 The Index Merging Algorithm

At eachround of the Index Merging Algorithm a SPA
picks a randomsetof Q 1 other SPsanddownloads
andparsegheindex les from thoseSPs.If it detectsa
morerecentUID of acon guration le, SPA updatests
own snapshotandattemptgo downloadthemissing le
from oneof its peers.Notethatit is safefor A to update
its snapshobeforeobtainingthe le. Sincethe UID is
presentin anotherSP's snapshoit meansthat the le
hasalreadybeenagreeduponandstoredby a quorum.
To avoid frequentparsingof oneanothersindex les,
the SPsremembethetimestamp®f oneanothersindex

treesandmake HTTP IMS (if-modi ed-since) requests.

If anindex le hasnot beenchangedHTTP 304 (not-
modi ed) is returnedon thedownloadattempt.
Index Merging roundsrun continuously

4.3 Snapshotsfor Recevers

As a side-efect the snapshotslso provide an ef cient
way for Receversto learnof latestcon guration le ver-

sions. Typically receversareonly interestedn a subset
of the index treethat describegheir subscriptions.Re-

ceiversalsodownloadindex les fromtheSPsviaHTTP

IMS requests.

Using HTTP IMS is ef cient but is alsoproblematic
becauseachSPgenerate#ts own snapshoaindassigns
its own timestampso theindex les thatit uploads.Thus
it is possiblefor a SP A to generateanindex le with
morerecenttimestamphanSPB, but lessrecentinfor-
mation. If a Receveris unlucky anddownloadsthe in-
dex le fromA rst, it will notdownloadanindex with a
lower timestampfrom B, until thetimestampncreases.
It maytake awhile for it to getall thenecessarghanges.

Therearetwo solutionsto this problem. In onesolu-
tion we could requirea Recever to downloadan index
treeindependentlfrom eachSP or atleasta quorumof
the SPs. Having eachRecever download multiple in-
dex treesis an unnecessaryasteof bandwidth. Fur-
thermore requiringeachRecever to be ableto reacha
aquorumof SPsreducesystemavailability. Ideally, we
only requirethata Recever be ableto reachoneSPthat
itself is partof aquorum.

We implementedan alternatve solution, where the
SPsmemetheirindex timestampsnotjustthe datalisted
in thethoseindexes.

4.4

With just a couple of simple rules that constrainhow
StoragePointsassigrntimestampdo theirindex les, we
canpresentcoherensnapshotiew to the Recevers:

Index Time-stampingRules

1. If aStoragePointA hasanindex le barindex with
a timestampT, and then A learnsof new infor-
mationinside barindex (eitherthroughVectorEx-
changeagreemenbr Index Merging from a peer),
then on the next iteration A must upload a nev
barindex with atimestampmatleastT + 1.

2. If StoragePoints A and B have an index le
barindex that containsidentical information and
have timestampsT, and T, respectrely with T, >
Ty, then on the next iteration B must upload
barindex with atimestampatleastasgreatasT,.

Simply put, rule 1 saysthatwhena StoragePointin-
cludesnew informationit mustincreasethe timestamp.
Thisisreallyaredundantule— anew timestampwvould
be assignedanyway whena StoragePoint writes a new

le. Rule2saysthataStoragePointshouldalwayssetits
index'stimestampo thehighestimestamor thatindex
amongits peergevenif it includesno new information).

Oncea StoragePointmodi es a groupindex it must
modify the RootIndex aswell following the samerules.
(Thesamewould applyto ahierarchywith morelayers).



We now shaw the correctnessf thistimestampinglgo-
rithm.

4.5 TimestampingCorrectness

Guaranteelf a Receverdownloadsbarindex (index le
for group bar) with a timestampT, from ary Storage
Point,thenwhennew informationin groupbarbecomes
availableall StoragePointswill publishbarindex with a
timestampat leastasbig asT; + 1, sothatthe Recever
will quickly pick upthechange.

Proof: Assumadn steadystatea setof k StoragePoints
1:::k eachhasa barindex with timestampdy; To; ::; Tk
sortedin non-decreasingrder (i.e., Ty is the highest
timestamp).Whennew informationbecomesvailable,
thenfollowing rule 1 above, StoragePointk will incor-
poratenew informationandincreasets timestampto at
leastTx + 1. On the next iteration, following rule 2,
SPsl::k  1will maketheirtimestampsatleastTy + 1
aswell. Beforethe change the highesttimestampfor
barindex known to a ReceverwasTg. A coupleof iter-
ationsafter the new informationbecomesncorporated,
the lowesttimestampavailable on any StoragePointis
Tk + 1. Thus,a Recever will be ableto detectan in-
creasen thetimestampandpick up anew index quickly.

5 DataDelivery

In additionto providing high fault-toleranceand avail-
ability the systemmust scaleto supportdownload by
thousand®f Akamaiseners.We naturallyusethe Aka-
mai CDN (ContentDistribution Network) which is opti-
mizedfor le download. In this sectionwe describethe
Recever processijts useof the hierarchicalindex data,
andthe useof the AkamaiCDN itself.

5.1 Recever Process

Receversrun on eachof over 15,000Akamainodesand
checkfor messagaipdateson behalf of the local sub-
scribers.

A Subscriptiorfor acon guration le speci esthelo-
cationof that le in the index tree: the root index, the
groupindex thatincludesthat le, andthe le nameit-
self. Recevers combineall local subscriptionsinto a
subscriptiondree. (This is a subtreeof the whole tree
storedby the SPs.)

A Recever checksfor updatego the subscriptiortree
by makingHTTP IMS requestsecursvely beginningat
the Root Index. If the Root Index has changed,Re-
ceiver parseghe le, andcheckswhetherary interme-
diate indexes that are also in the Recever's subscrip-
tion tree have beenupdated(i.e., if they arelisted with
a highertimestampthan previously downloadedby that

Recever). If so, it storesthe timestamplisted for that
index asthe “targettimestamy, andkeepsmakingIMS
requestsintil it downloadstheindex thatis atleastasre-
centasthetargettimestamp.Finally it parsegshatindex
andcheckswhetherary les in its subscriptiortree (that
belongto this index) have beenupdated. If sothe Re-
ceiver thentriesto downloada changedle until it gets
oneatleastasrecentasthetargettimestamp.

Thereareafew reasonavhy a Recever may needto
attemptmultiple IMS requestdeforeit getsa le with
a targettimestamp.First someStoragePointsmay be a
bit behindwith Index Merging andnot containthe latest
les. Secondanold le maybe cachedby the Akamai
network for ashortwhile. TheReceverretriesits down-
loadsfrequentlyuntil it getstherequired le. Oncethe
Recever downloadsthe latestupdatefor a subscription,
it placeshedatain a le onlocal diskandpointsalocal
subscribeto it.

The Recever mustknow how to nd the SPs. The
DomainNameServiceprovidesa naturalmechanisnio
distributethelist of SPs'andDPs' addresses.

5.2 Optimized Download

The Akamainetwork's supportfor HTTP downloadis a
natural t to beleveragedby ACMS for messageropa-
gation. Sincetheindexesandthe con guration les are
requestedby mary machineson the network, these les
bene t greatlyfrom the cachingcapabilitiesof the Aka-
mainetwork.

First, Receversrunningon colocatechodesarelik ely
to requestthe same les, which malesit likely thatthe
requestis sened from a neighboringcachein the local
Akamai cluster Furthermore|f the requestieavesthe
clusterit will be directedto othernearbyAkamai clus-
terswhich arealsolikely to have aresponseached.Fi-
nally, if the le is notcachedn anothemearbyAkamai
cluster the requestgoesthroughto one of the Storage
Points. ThesecascadingdAkamai cachegyreatlyreduce
thenetwork bandwidthrequiredfor messageélistribution
andmalke pull-down propagatiortheideal choice.

The trade-of of having greatcacheabilityis the in-
creasedpropagatiordelay of the messagesThe longer
the le is senedoutof cachethelongerit takesfor the
Akamai systemto refreshcachedcopies. Sincewe are
moreconcernecherewith efcient ratherthanvery fast
delivery, we setalongcachel TL onthe ACMS les, for
example, 30 seconds.

As mentionedn section2 we augmenthelist of SPs
with a setof a few Download Points. Download Points
provide an elegantway to alleviate bandwidthrequire-
mentsfrom the SPs.As aresultreplicationandrecovery
algorithmson the SPsexperiencelesscompetitionwith
thedownloadbandwidth.



6 Operational Experience

The designof ACMS hasbeenan iterative processbe-
tweenimplementationand eld experiencewhere our
assumption®f persistenstorage network connectvity,
andOS/softvarefault-toleranceveretested.

6.1 Earlier Front-End Versions

Our prototypeversionof ACMS consistedf asinglepri-
maryAcceptingStoragePointreplicatingsubmissionso
a few secondanStoragePoints. Whenerer the Accept-
ing SPwould lose connectvity to someof the Storage
Pointsor experiencea softwareor hardwaremalfunction
the entiresystemwould halt. It quickly becamémpera-
tive to designa systemthat did not rely entirely on ary
single machine. We also considereda solution of us-
ing a setof auto-replicatingdatabasesWe encountered
two problems.First, commercialdatabasewould prove
unnecessarilgxpensve aswe would have to acquireli-
censedo matchthe numberof customersisingACMS.
More importantly we requiredconsisteng. At thetime
we did not nd databasesoftware that would dealwith
variousByzantinenetwork failures.Althoughsomeaca-
demicsystemavereemening thatin theorydid promise
the right level of wide-areafault-tolerancewe required
a professional, eld-tested systemthat we could easily
tuneto our needs.Basedon our studyof Paxos[16] and
BFS[17] we designeda simplerversionof decentralized
guorum-basetkchniquesSimilarto PaxosandBFSour
algorithmrequiresaquorum.However, thereis noleader
to enforcestrict orderingin VE asboundedre-ordering
is permittedwith non-competingcon guration applica-
tions.

6.2 PersistentStorageAssumption

StoragePointsrely on persistentdisk storageto store
con guration les, snapshotsandtemporaryVE vectors.
Most hard disks are highly reliable, but guaranteesre
not absolute.Datamay getcorrupted especiallyon sys-
temswith high levels of 1/0. Moreover, if the operating
systencrashedbeforeanOShufferis ushedto disk,the
resultof thewrite maybelost.

After experiencingafew le corruptionswe adopted
thetechniqueof writing out MD5 hashtogethemwith the
le' s contentsbeforedeclaringa successfulvrite. The
hashis checled on openingthe le. A StoragePoint
whichdetectsaacorruptedle will refuseto communicate
with its peersandrequirean engineers attention. Over
the period of six monthsendingin February2005, the
NOCC [2] monitoring systemhasrecorded3 instances
of such le corruptionon ACMS.

SinceACMS runsautomatiaecoveryroutinesreplac-
ing damagedr old hardwareon ACMS is trivial. The
SPprocesgunningon a cleandisk quickly recoversall
of the ACMS statefrom otherSPsvia Index Merging.

6.3 ConnectedQuorum Assumption

Theassumptiomf aconnectedjuorumturnedoutto bea
verygoodone.Nonethelessjetwork partitionsdo occur,
andthe quorumrequiremenbf our systemdoesplay its
role. For the rst 9 monthsof 2004the NOCC monitor-
ing systemrecorded36 instancesvherea StoragePoint
did not have connectvity to a quorumdueto network
outageghatlastedfor morethan10 minutes. However,
in all of thoseinstancesherewasan operatinggquorum
of otherSPsthatcontinuedto acceptsubmissions.

Brief network outage®nthelnternetarealsocommon
althoughthey would generallynot resultin a SPlosing
connectvity to aquorum.For example,a closeranalysis
of ACMSIlogsovera6 dayperiodrevealedwo shortout-
ageswithin the samehourbetweenra pair of SPslocated
in differentTier-1 networks. They lastedfor 8 and2 min-
utesrespectiely. Suchoutagesemphasizehe necessity
for an ACMS-like designto provide uninterruptedser
vice.

6.4 Lessond.earned

As we anticipatedredundang hasbeenimportantin all
aspectof our system. Placingthe SPsin distinct net-
workshasprotectedACMS from individual network fail-
ures. Redundang of multiple replicashelpedACMS
copewith disk corruptionand dataloss on individual
SPs.

Eventhe protocolsusedby ACMS arein somesense
redundant.The continuousrecovery schemei.e., Index
Merging) helpsthe StoragePointsrecover updateshat
they may missduring the initial replicationand agree-
ment phasesof the AcceptanceAlgorithm. In fact, in
someinitial deploymentsindex Merging helpedACMS
overcomesomecommunicatiorsoftwareglitchesof the
Acceptancéilgorithm.

The back-endof ACMS also bene ted from redun-
dang. Recevers begin their download attemptfrom
nearbyAkamainodes but canfail over to higherlayers
of the Akamainetwork if needed.This approachallows
Receversto copewith downed seners on their down-
loadpath.

Despitethe redundantand self-healingdesignsome-
timeshumaninterventionis required.We rely heavily on
the Akamai error reportinginfrastructureandthe opera-
tionsof the NOCC o preventcritical failuresof ACMS.
Detectionof andresponséo secondaryailuressuchas



individual SPcorruptionor downtimehelpsdecreas¢he
probability of full quorumfailures.

7 Evaluation

To evaluatethe effectivenesof the systemwe gathered
datafrom the live ACMS systemacceptinganddeliver-
ing con gurationupdatentheactualAkamainetwork.

7.1 Submissionand Propagation

First we looked at the workload of the ACMS front-end
over a 48 hour period in the middle of a work week.
Therewere 14,276total le submission®n the system
with ve operatingStoragePoints. The tablebelow lists
the distribution of the le sizes. Submissiorof smaller
les (underlO0KB)weredominantput les ontheorder
of 50MB alsoappeaiabout3% of thetime.

sizerange| avg le sz | distribution | avg.time(s)
0K-1K 290 40% 0.61
1K-10K 3K 26% 0.63
10K-100K 22K 23% 0.72
100K-1M 167K 7% 2.23
1M-10M 1.8M 1% 13.63
10M-100M 51M 3% 199.87
The last column of the table shavs the averagesub-

missiontime for various le sizes. We evaluatedthe
“submission’time by measuringheperiodfrom thetime
anAcceptingSPis rst contactedy a publishingappli-
cation, until it replieswith “Accept! The submission
time includesreplication and agreemenphasesf the
Acceptanclgorithm. Theagreemenphaseor all les
takes50 millisecondsonaverage For les underl00KB,
all “submission”"timesareunderonesecond.However,
with larger les, replicationbeginsto dominate.For ex-
ample,for 50MB les, thetime is around200 seconds.
Eventhoughour SPsarelocatedin Tier 1 networksthey
all sharereplicationbandwidthwith the downloadband-
width from the Recevers. In addition, replicationfor
multiple submissiongndmultiple peersis performedn
parallel.

We also measuredhe total updatepropagatiortime
from whenmary con guration updatesvere rst made
availablefor downloadthroughreceipton the live Aka-
mai network for a random sampling of 250 Akamai
nodes. Figure 2 shaws the distribution of updateprop-
agationtimes. The averagepropagatiortime is approx-
imately 55 seconds.Most of the delay comesfrom Re-
ceiver polling intervalsandcaching.

Figure3 examinegheeffectof le sizeonpropagation
time. We have analyzedthe meanand 95th-percentile
delivery time for each submissionin the test period.
99.95%0f updatesarrivedwithin threeminutes.There-
maining0.05%weredelayeddueto temporarynetwork
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Figure2: Propagatiortime distribution for alarge num-
ber of con guration updatesdeliveredto a samplingof
thousandsf machines.

connectvity issuesthe les weredeliveredpromptlyaf-

ter connectvity wasrestored.Thesedeliverytimesmeet
ourobjectivesof distributing les within severalminutes.
The gure shaws a high propagatiortime for especially
small les. Althoughonewould expectthatthepropaga-
tiontimeincreasesnonotonicallywith the le size,CDN

cachingslovsdown les submittedmorefrequently We

believethatmary smaller les areupdatedrequentlyon

ACMS. As aresultthecachingTTL of the CDN is more
heavily re ectedin propagatiordelay

The useof cachingreducesdandwidthon the Storage
Pointsanywherefrom 90%to 99%,increasingn general
with systemactiity andwith the le sizebeingpushed,
allowing large updatego be propagatedo tensof thou-
sandof machineswithoutsigni cant impacton Storage
Pointtraf c.

Finally to analyzegeneralconnectvity andthetail of
the propagatiordistribution we looked at a propagation
of short les (under20KB) to anotherandomsampleof
300machinesvera4 day period. We foundthat99.8%
of thetimea le wasrecevedwithin 2 minutesfrom be-
comingavailableand99.96%of thetime it wasreceved
within 4 minutes.

7.2 Scalability

We analyzedhe overheadf the Acceptanceilgorithm
andits effect on the scalability of the front-end. Over a
recent6 day periodwe recorded43,504successfulle
submissionsvith anaveragele sizeof 121KB.In asys-
temwith 5 SPsthe AcceptingSPneeddo replicatedata
to 4 otherSPsrequiring484 KBytes per le on average.
The size of a VE messagés roughly 100 bytes. With
n(n 1) VE messagesxchangedper submissionVE
uses2 KB per le or 0.4%of thereplicationbandwidth.
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Figure 3: Propagatiortimesfor varioussize les. The
dashedine showvs theaveragetime for each le to prop-
agateto 95% of its recipients. The solid line shows the
averagepropagatiortime.

For ourpurposesve choses SPs sothatduringa soft-
ware upgradeof one machinethe systemcold tolerate
onefailureandstill maintainamajority quorumof 3. Ex-
tendingthe calculationto 15 SPs,for example,with an
averagele sizeof 121KB thesystemwouldrequirel.7
MB for replicationand21KB for VE. The VE overhead
becomed..2%,whichis higher, but not signi cant.

Sucha systemis concevable if one choosesnot to
rely on a CDN for ef cient propagationput insteadof-
fer more download sites (SPs). The VE overheadcan
befurtherreducedasdescribedn section3.5. However,
theminimum bandwidthrequiredto replicatethe datato
all 15 machinesmay grow to be prohibitive. In sucha
systemone could still allow eachSener to maintainall
indexes,but split theactualstoragento subsetbasecbn
somehashingfunctionsuchasConsistenHashing[4].

For ACMS choosinghe Akamai CDN itself for prop-
agationis the naturalchoice.Thecacheabilityof the sys-
tem grows asthe CDN penetratesnore ISP networks,
and the systemscalesnaturally with its own growth.
Also, asthe CDN grows the reachabilityof receversin-
sidemoreremotelSPsimproves.

8 RelatedWork

8.1 Fault Tolerant Replication

Many distributed lesystemssuchasCoda[20], Pangea
[21], and Bayou [22] store les acrossmultiple repli-
cassimilar to the StoragePointsof ACMS. Similar to

ACMS' Index Mergingtheselesystemsrunrecoveryal-
gorithmsthatsynchronize¢he dataamongreplicas,such
asBayou's anti-entropy algorithm.However, all of these
systemsattemptto improve theavailability of dataatthe
expenseof consisteng. The aim is to allow le op-
erationsto clients on a set of disconnectednachines.
ACMS, ontheotherhandmustprovide avery high level
of consisteng acrosghe Akamainetwork andcannotal-
low a singleSPto acceptanduploada new updateinde-
pendently

Thetwo-phaseAcceptanceilgorithm usedoy ACMS
is similarin natureto the Two Phase-CommitL2]. Two-
phasecommitalsoseparates transactiorphasefrom a
commit phase put its failure modesmale it more suit-
ableto alocal ervironment.

The VectorExchanggthe agreemenphaseof our al-
gorithm)wasinspiredby the concepbf vectorclocksin-
troducedby Fidge[10] andMattern[24] which areused
to determinecausalityof eventsin a distributedsystem.
Bayoualsousesvectorsto representatestknown com-
mit sequenc@umbergor eachsener. In our algorithm,
thevectors'contentsaresimply bits sinceeachmessage
only hastwo interestingstatesknown to a sener or not.
Eachsubsequenagreements a separateinstance” of
theprotocol.

VE usesaquorum-basedchemesimilarto Paxos[16]
andBFS[17]. Paxosde nes quorumas strict majority
while BFS de nes it as “more than 2=3" VE allows
“quorum” to be con gurable aslong asit is at leasta
majority. All thesealgorithmsconsiderByzantinefail-
uresandrely on persistenstorageby a quorumto enable
alaterquorumto recover state.This strongpropertypre-
cludesscenariogllowedby asimplertwo phasecommit
protocolfor a minority of partitionedreplicasto commit
a transaction. Other quorumsystemsinclude weighted
voting [11] andhierarchicalquorumconsensugl5].

At the sametime VE is simpler than Paxos and
BFS and doesnot implementa full Byzantine Fault-
Tolerancelt doesnotrequireanauxiliary protocolto de-
terminealeaderor a primary asin Paxosor BFSrespec-
tively. This relaxationstemsfrom the natureof ACMS
applicationsvhereonly asingleor redundantvritersex-
ist for each le andthus, someboundedreorderingis
permissibleas explainedin section3.4.2. No leaderis
enforcingordering.

OceansStorg1] is anexampleof astoragesystenthat
implementsByzantine Fault-Toleranceto have replicas
agreeon the orderof updateghat originatefrom differ-
ent sources. ACMS, on the other hand mustcomplete
“agreement’at the time of an updatesubmission.This
is primarily dueto the importantaspectof the Akamai
network wherean applicationthat publishesa new con-

guration le mustknow thatthe systemhasagreecdto
uploadandpropagatehe newv update.(Otherwiseit will



keepretrying.)

8.2 Data Propagation

Similar to multicast[9], ACMS is designedto deliver
datato mary widely dispersedhodesin a way thatcon-
senes bandwidth. While ACMS takes advantageof
the Akamai Network optimizationsfor hierarchical le
caching, multicast uses proximity of network IP ad-
dressego sendfewer IP paclets. However, dueto the
lack of more intelligent routing infrastructurebetween
major networkson the Internet,it is virtually impossible
to multicastdataacrosghesenetworks.

To bypassthe Internet routing shortcomingsmary
application-leel multicast schemesbased on over-
lay networks were proposed: CAN-Multicast [27],
Bayeux [34], and Scribe [29] amongothers[14] [7].
These systemsleverage communicationtopologies of
P2PoverlayssuchasCAN [26], Chord[30], Pastry[28],
Tapestry[33]. Unlike ACMS, thesesystemscreatea
propagationtree for eachnew sourceof the multicast,
incurringanoverhead As shavn in [5], usingthesesys-
temsfor multicastis not alwaysef cient. In our system
ontheotherhand,oncethedatais injectedinto ACMS, it
is availablefor downloadfrom arny Storageor Download
Point, and propagateslown the tree from thesedistinct
well-connectedsources. The effect of the overlay net-
works usedin reliablemulticastingnetworks[23], [6] is
replacedby cooperatingachesn our system.

ACMS is similar to MessagingOrientedMiddleware
(MOM) in thatit provides persistentstorageand asyn-
chronousdelivery of updatesto subscribersghat may
be temporarily unavailable. CommonMOMs include
Sun's JMS [32], IBM's MQSeries[13], Microsoft's
MSMQ [25], andthe like. Thesesystemusually con-
tain a sener that persiststhe messagingqueue”which
helpsdealwith crashrecovery, but doescreatea single
point of failure. The distributed modelof ACMS stor
age,ontheotherhand,helpsit toleratemultiple failures
or partitions.

8.3 Software Updates

Finally, we comparea completeACMS with existing
softwareupdatesystemsL CFG [35] andNovadigm[36]
createsystemso managedesktopsand PDAs acrossan
enterprise. While thesesystemsscaleto thousandsof
seners they usually spana single or a few enterprise
networks. ACMS, on the other hand delivers updates
acrosanultiple networksfor critical customeifacingap-
plications. As aresultACMS focuseson a highly fault-
tolerantstorageandef cient propagation.

Systemghat deliver software, like Windows Updates
[37] targeta muchlarger setof machineghanfoundin

the Akamainetwork. However, polling intervalsfor such
updatesare not as critical. SomeWindows userstake

daysto activatetheir updatesvhile eachAkamainodeis

responsibldor servingrequestgo tensof thousandof

usersandthusmustsynchronizéo thelatestupdatesery

ef ciently . Moreover, systemsuchasWindows Updates
usea rigorous,centralizedprocesgo pushout new up-

dates. ACMS acceptssubmissiongrom dynamicpub-

lishersdispersedhroughouthe Akamainetwork. Thus,
highly fault-tolerantavailable,andconsistenstorageof

updatess required.

9 Conclusion

In this paperwe have presentedhe Akamai Con gura-

tion Managemen®ystenthatsuccessfullynanageson-
guration updatesfor the Akamai network of 15,000+
nodes. Throughthe useof simple quorum-basedlgo-
rithms (Vector Exchangeand Index Merging), ACMS

provideshighly available,distributed,andfault-tolerant
managemenof con guration updates. Although these
algorithmsarebasedon earlierideas they wereparticu-
larly adaptedo suit a con guration publishingenviron-

mentandprovide high level of consisteng andeasyre-

coveryfor theACMS' StoragePoints. Theseschemesf-

fermuch e xibility andmaybeusefulin otherdistributed
systems.

Justlike ACMS, ary othermanagemergystemcould
bene t from usinga CDN suchasAkamai'sto propagate
updatesFirst,a CDN managedy athird party offersa
cornvenientoverlay that canspanthousand®f networks
effectively. A solutionsuchasmulticastrequiresmuch
managemenand simply doesnot scaleacrossdifferent
ISPs.Seconda CDN's cachingandreachwill allow the
systemto scaleto hundredsof thousandsf nodesand
beyond.

Most importantlywe have presentedialuablelessons
learnedfrom our operationalexperience. Redundang
of machinespetworks,andevenalgorithmshelpsa dis-
tributed systemsuchas ACMS copewith network and
machinefailures,andevenhumanerrors.Despite36 net-
work failuresthatwe recordedn thelast9 months that
affectedsomeACMS StoragePoints,the systemcontin-
uedto operatesuccessfullyFinally, active monitoringof
ary critical distributed systemis invaluable. We relied
heavily on the NOCC infrastructureto maintaina high
level of fault-tolerance.
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